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1. OVERVIEW
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Overview: Packet Classes

Packet Type lll, Part A

* Packet Operator Credentials
* Packet Network Overview
Packet Network Components
Packet Station HW & SW

Packet Type lll, Part B

* Packet Operations

¢ Diagnosing Setup Problems
Selecting a BBS
Creating Messages

.
.
* Accessing the Network
* Standard Workflow Productivity Hints
Exercises

.
.
¢ Event Documentation
.
.

Packet Type Ill, Part A+
* Packet Operations Self-Paced
.  Exercise workbook 7

,____

Packet Type Il: Advanced Techniques, such as County EOC Packet
Station Setup & Operations, Operating without Outpost.
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Learning Objectives

At the end of this class, you should be able to:

» Describe the purpose and use of packet communications
¢ Describe the Santa Clara County BBS network

¢ Describe the components of the baseline packet station
Describe the Outpost and PackltForms software and
their basic use
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Agenda

* Packet Operator Credentials

Packet Network Overview
— What is packet? Why do we use it?

Packet Network Components
— SCCo BBSs, other networks, antennas, radios, TNCs, PCs, printers
Baseline Packet Station: hardware & software
Accessing the Network
Standard Workflow
e Homework Intro

Copyicht 2011-2023 Santa lara County ARESBIRACES, Al ighs reserve
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2. PACKET OPERATOR CREDENTIALS

Copyright 2011-2023 Sarta Clara Courty ARE

Packet Operator Type Il

e Typical Assignments

station
— Small city EOC
— Small staging area
— Small aid station
— Shelter
— Health facility
— Point of Distribution/Dispensing site

ia Gara County ARESEIRACES Al righis reserved

P3

— Locations with low-to-medium traffic and pre-installed packet

10

For more information...
Credentialing Program
e Program Information

https://www.scc-ares-races.org/credentials

e Discussion group

https://www.scc-ares-races.org/discuss-groups.html
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P3

— Set-up an existing, pre-installed packet system that is currently
disconnected and stored

e Capabilities and services offered
— Fully independent operator

— Turn everything on and verify connectivity

— Operate a PC that has Outpost and PackltForms already pre-
installed

— Configure Outpost options to the county standard

— Operate a packet station to send, receive, print, log and track
packet messages

— Send 7 standard PackltForm messages (Check-In/Out message,

ICS 213 Message, ICS 213RR Resource Request, OA Jurisdiction Status,
Shelter Status, Allied Health Status, RACES Mutual Aid Request)

Copyright 2011-2023 Santa Glara Courly ARES

Al rightsreserved

Packet Operator Type Il, Type |

o Packet Operator Type Il = Advanced Operator
— Perform the tasks of a Packet Operator Ill
— Equipped with a complete packet station

P2

— Able to install Outpost and PackltForms

— Able to send messages, including PackltForms without Outpost
— Medium to high traffic conditions
o Packet Operator Type | = Specialist Operator »
— Capable of the most complicated, highest traffic levels
— Capable of designing, deploying, operating and coordinating
complex multi-radio, multi-band, multi-node packet networks for larger
events or incidents
— Set-up, manage, and troubleshoot a packet BBS
— Equipped for and capable for out-of-county and extended deployments

Copyright 2 2 ara County ARESBIRACES A rghts recerved
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What is packet radio? Why do we use it?

3. PACKET RADIO OVERVIEW

12

Copyricht 2011-2023 Santa Glara County ARESEIRACES, Al ighs reserved.

13

© Copyright 2011-18 Santa Clara County ARES®/RACES. All rights reserved.


https://www.scc-ares-races.org/credentials
https://www.scc-ares-races.org/discuss-groups.html

Packet Operator Type Ill Part A

What is Packet Radio?

* One of many digital modes available in Amateur Radio
* Transmitted information is error free!
* AX.25; based on the X.25 protocol, with Amateur Radio features
e Sends a “packet” of data at a time: envelope + payload

— Differs from character-at-a-time modes (PSK31 or RTTY)

— Envelope contains header at beginning & checksum at end

[ Header | Payload fer
— Header contains addressing information (to, from)
— Payload contains the data to be sent

— Checksum used to determine if packet was received
error-free... the error check

o Typically operates at 1200, 9600 baud on VHF & UHF and
300 baud on HF

© Copyright 2011-2023 Sarta Clara Courty ARE
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Why Use Packet Radio?

e Packet is ideal for passing complex messages
— Lists of information
— Addresses
— Instructions
— Complex words
“turboencabulator”, “thymidylate synthetase”
e Messages are transmitted accurately
— Originator can verify contents before it is sent.
— Reduces transcription errors
e Messages are transmitted quickly
— Keeps the voice channel clear

Copyricht 2011.2023 Serta Gara County ARESSIRACES Al ights reserve
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Typical Message Flows

Regional
EOC
Neighboring
County
EOC(s)
County

School

District [Shelters] [ Sites ]
Copyigh 2014202 Srta Cara ity ARESSIRACES, Al s e 1
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Why Packet Radio?

o |t'sfast

— When there is no Internet, it’s fast!
— ~15 times faster than voice

— 80+ messages sent/received, logged, acknowledged, printed in triplicate,
perfectly legible, in < 2 hrs, with 0 errors, by 1 person!
* |t's easy
— Hardware: pre-built cables; straight-forward connections
— Software: if you can use e-mail, you can use Outpost
— Procedures: extensive documentation on the website

¢ |t's deployable
— Virtually anywhere in the county and most of surrounding counties
o |t fits our served agencies’ needs and workflow

— Preferable for long, complex, and/or high-volume messages; forms;
message numbering; explicit acknowledgments, logging, tracking

© Copyright 2011-2023 Santa Clara Courty ARE
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Typical Message Content

o Unstructured Text (informal message)
— Check-ins, and -outs
— Health and Welfare
— Simple text messages

* Forms
— Status
— Resources
- 1CS 213
— Others.....

e Structured Text
— Lists
— Addresses
— Tables

Copycht 20112023 Serta Cara ourty ARESARACES Al ight resened 17
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What Can We Connect To?

¢ A packet radio station can connect to a variety of

other station types
Bulletin Board System (BBS)
) - ’
§ Similar to shared e-mail server
gl ’ May forward to other BBS
& stations or the Internet

i

Packet Station

Personal BBS and Mailbox
Similar to private e-mail server

. Keyboard to Keyboard
A Similar to texting

Copyricht 2011-2023 Santa Glara County ARESEIRACES, Al ighs reserved.
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High level overview

4. PACKET NETWORK COMPONENTS

© Copyright 2011-2023 Sarta lara Coury ARESE/R!
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Typical SCCo BBS Block Diagram

Site
Generator

— \
e 2m Radio y—<FiIter,
athy J /

TNC

,/.9//

Commercial
Power
o e Y
D¢ ————— 125m Radlo/,—\Fllﬁr/

. Automatic PDU t————t—i\C }

“_Joxaydy,

\Transfer B ~
Sl ———————————70cm Radio }

e
58 [Fakasanins

e e I Y
‘ Servers Backbone
L 4

Cities/Agencies

——
— Ethernet Switch

— Audio/Ctrl —— Firewall/Router
R

— Ethernet F— Sensor System | Temp, Humidity, Voltages, Currents, Smoke, ...

© Copyricht 2011:2023 Serta Gara County ARESSIRACES Al ights reserve 2
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Typical Sensors and Alarms

¢ Environmental
— Temp, humidity, voltage,
current, smoke, ...
* Operational

— Backbone links, critical
systems, storage, gateway
functions, forwarding, ...

n 20 21:41:22 2015 - MBOK (nee-A) fud faile
an 21 00141151 2015 - MBOX (nezicd) Fud Fatled
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Typical Packet Network Components

USER BBS
Portable, Battery operated, Fixed Sites (typically)
Deploy anywhere UPS, Generator
A \ .

VHF/UHF (typically)
No Internet
Required

Antenna

Radio

TNC
(Modem)

—ch Running
e Outpost and
PackltForms

© Copyright 2011-2023 Santa Glara Courly ARES
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Typical SCCo BBS Installation

. Cavity Filters

. .— Sensor System

.— KB/Mouse/Display
Routers

«— Firewall

" Commercial installation standards,
Wi-Fi PoE shielding, frequency coordination

T Server(s)

Radios
Power Dist/Control
AC & DC UPS
No moving parts (fanless)
Q‘Ji;&aggfvﬂ o Mirrored SSD storage

Commercial temp range (120F)

© Copyigt 2 23
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Typical Access Connectivity

WHXSC Site \

T
—_ 1200 baud AX.25)
e = VR
< 125m Accessr\ B - x
1200 baud AX.: [ ‘6
 —— 3 Connect to other sites via
— 70cm Access _ S ° sCCo
1200 baud D \ z High Speed TCP/IP Network
_ )
e | =
" Wi-FiAccess | ® \ /
N*Mbps TCP/IP \

5 /
Key Points:

+ Low speed packet access allows countywide, non-line of sight coverage
« Higher speed TCP/IP access available where line of sight exists

24
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WnXSC BBS Locations Which BBS Should | Use?
Redundant Sites; Redundant Links

5 W
W3XSC-1 i
Palo Alto

W1XsC-1
San Jose

¢ Every city/agency has a primary and secondary BBS
— Based on RF coverage and user load
— All users in that city/agency should use those BBS’s

¢ Use the primary BBS whenever possible

e If the primary is not available, use the secondary

e If the primary and secondary are not available, use
whatever you can reach

= 2 o -:"—'?)i

| Key Point: Everyone can

W2XSC-1
Crystal Peak

<, Key Point: No single site or
link can disrupt services

26 © Copyright 2011-2023 Santa Qara County ARESEIRACES. Al rights reserved. 27
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Coverage Maps Available On The Web Primary & Secondary BBSs
e Primary and Secondary BBSs are listed on the website
# | Agency | Prefix | Primary BBS ‘ Secondary BBS
Santa Clara County Cities and Agencies
1 || American Red Cross ARC W1XSC W4XSC
2 | CAL FIRE VIPs - Santa Clara Unit Scu W2XSC W1XsC
3 || Campbell, City of CBL WIXSC ‘W4XSC
4 || Cupertino, City of CuP W1XSC W4XSC
5 | Gilroy, City of GIL W2XSC W1XsC
6 | Hospitals (all SCCo) & DEOC HOS W2XSC WIXSC
7 | Loma Prieta Region LmP W2XSC W1XSC
8 | Los Altos, City of Los W3XSC W1XsC
9 |1 s Altns Hills Town of | AH W3XSC WA1XSC
© Copyright 2011-2023 Sant: \RESE/RACES Al rights reserved, 28 © Copyright 2011-2023 Sen RESE/IRACES. Al rights reserved. 29
BBS Call Signs and Frequencies BBS information on packet
* BBS access frequencies are also listed on the website What if the web site is not available?
Call Sign | AX.25 | User Access BBS-BBS | Location ¢ The same information is also posted in a notice on all BBSs
WIXSC | WIXSC-1 | 145.750, 223.620, 433.570 Santa Clara Co Office Bldg (San Jose) . m 0
— Currently located in the “xscperm” area.
W2XSC | W2XSC-1 | 145.730, 223.560, 433.590 Crystal Peak (South County)
W3XSC | W3XSC1 | 144,310, 223,540, 433 450 Palo Allo * Keep a copy in your Outpost “Archive” folder or create a
WA4XSC | WAXSC-1 || 145.600, 223 600", 433,550 | 223.600 | Frazier Peak (above Milpitas) “XSC Notices” folder
W5XSC | W5XSC-1 | varies varies Training, events, backup o Postitat your EOC or packet operating positi on
WEXSC | WEXSC-1 | varies varies Testing, backup
I Outpost Packet Message Manager
. File Edit Setup Tools Forms Actions Help
¢ Recommendation New | Open | Achve | Deleto | prnt | Searcn | senamecehe | Promefowpest =] AA
— Individuals use 2m or 440 access ( more readily available equipment) | roueriist |
— EOCs use 220 access (less congested) sy : 2 2 erma e
- Download and pnnt thIS IIStlng for your Go Kit SentM: XSCPERM W1XSC-1 SCCo Packet Subject Line v220803 8/13/2022 23:08 2,402
— Check web site and bulletins for changes N XSCPERM ~ WAXSC-  SCCo Packet Check-In/Out v220324 32412022 2203 1863
Archive XSCPERM W1XSC-1 SCCo Packet Frequencies v200905 9/5/2020 18:39 1,546
XSCPERM W1XSC-1 SCCo XSC Tactical Calls v191127 11/27/2019 1 5,632
© Copyright 2011-2023 Santa Cara County ARESEIRACES. Al ights reserved. 30
30 31
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Typical Packet Network Components

Portable, Battery operated, Fixed Sites (typically)

Deploy anywhere UPS, Generator
A |
f
VHF/UHF (typically) = — =
e - g\
No Internet
Antenna Reqmred/
< -4
| Ty -
Radio Bulletin
Board
c System
TN (i.e. mail
(Modem) Server) BBS
[SSESSSNE PC Running Other
Networks

e Outpostand
PackltForms

© Copyight 201 ra Courty ARE
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Connectivity to Other Networks

\ SCCo ARES/RACES Network

| : ‘Extemal Networks|

High Speed TCP/IP Network:
- Redundant sites

- Redundant access

+ Redundant backbone links ===
- Redundant monitoring

Redundant Services:
+ Packet BBS

+ E-mail

* Intranet access

Site Network

Wi-Fi Access
N*Mbps TCP/IP

* Internet access

Key Point: Connectivity and services continue within
the county, even if every external network fails

2 Gara County A

© Copyight 20112 rights reserved,
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Designed for
harsh conditions

e January 2020: winter
conditions on Crystal
Peak (3600 ft ASL)...
about 6 to 8 inches of snow

* Some sites experience high winds (100+ MPH), freezing conditions
(including snow and ice), high temperatures (when A/C fails), power
outages, or worse

e Conditions may make sites inaccessible for days or even weeks.

e Regardless of the situation, the network has to keep running or it won’t be
useful in an emergency

e This influences everything we do:

— Station design (redundancy), equipment selection
— Hardware installation standards, software configuration practices
— Monitoring and alarms

© Copyicht 2011-2023 Serta Glara Counly ARESS/RACES Al ighs reservest

34

tal Peak=North Tower

“When All Else Fails”

e 2016 Loma Fire

* Failure on top of failure
— Commercial power failed
— Generator at radio site failed
— Roads closed; no access to site to bring backup generator
— Internet service provider networks failed

— Most private communications systems failed

¢ Santa Clara County ARES/RACES network continued to run
— Provided temp, humidity, smoke sensor info to other site tenants
— Used to send/receive Internet email while ISP networks were down

34
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6. Typical Packet Network Components

© Copyright 2011-20:
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Packet Station Components (Details)

Santa Clara County ARES®/RACES

Homs Socss Cpwatens Data Traning & Evris Refosnce Aot duna 21, 2023

o Detailed information is
available to help select

overview each component of

: ) your packet station

Network Access using AX.25 over VHFIUHF Amateur Radio

Oveven | Sanscss | Comect | Ecpmant | Rosors

o T ko el 0 3cac 0 ace 0BS ntwers

Accessible Services

Equipment and Software

« AX.25 over VHF Stalion Configuration Diagram (PDF)
« Consider the following when buiding an AX.25 (packe) over VH radio station;
= CitylAgency EOC/DOC Equipment
© Antenna
Feadine
© Lightning Arestor

™
© USB-to-Serial Adapter
Computer
o Printer
© Software

Nefwork

© Power
 Make sure your station helps to reducs/eliminate the “nidden node” problem

hitps:/ co-ares-race: hf. himl

36
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Typical Packet Network Components

\

Fixed Sites (typically)
UPS, Generator

Portable, Battery operated,
Deploy anywhere
A

38

VHF/UHF (typically)

Antenna

TNC
(Modem)

PC Running
_ Outpost and
PackltForms

Access Frequencies

® Access is simplex with no tone
® 2mband access

— User access; typically individuals, some EOCs
® 1.25m (220) band access

— User access; typically EOCs, some individuals
e 70cm (440) band access

— User access; typically individuals, some EOCs

¢ Advantages:
— Simple antennas such as J-pole
— Line of sight not required; county-wide coverage
— But remember... do not be a “hidden node”

2 County ARESEIRACES Al righis reserved

Hidden Node Solution

¢ Solution: don’t be a hidden node!
— Make sure your signal is heard by EVERYONE that is using
the same BBS (multiple cities)
e Get your antenna up high
— High enough that your signal is heard by as many people
using the same BBS, as possible
¢ Use plenty of power
— Enough that your signal is heard by as many people using
the same BBS as possible

Copyricht 2011-2023 Santa Glara County ARESEIRACES, Al ighs reserved.
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Typical Packet Network Components

Antenna
VHF/UHF (typically)

Radio -
TNC

— T
e

— PC Running

& = Outpost and

39

Hidden Node Problem

o Affects ALL simplex communications
(voice, packet, Wi-Fi, CW, ...)

e If: A& B can hear each other, and B & C can hear each other,
but A & C cannot hear each other ...

e Then: A will transmit while C is transmitting (and vice versa),
causing B to hear a “double”, which causes retries and slows

Typical Packet Network Components

Antenna
VHF/UHF (typically)
L ————

TNC
(Modem)

PC Running
Outpost and
PackltForms

I

43
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Antennas

* Get your antenna up high
¢ Home or EOC installation
recommendation:

— Tri-band ground-plane

mounted on a tower or a mast
above the roof

Go Kit recommendation:

— Roll-up j-pole antennas for
2m/440 and 220

— 32 ft collapsible fiberglass windsock mast

* Collapses to < 4 feet; weighs just a few pounds

* Gets antenna above all 1-story and
many 2 tory buildings

— Tripod with sandbags to support mast in wind
— 50 feet of quality coax

Copyright 2011-2023 5

rty ARES®)

SERACES Alights reserved
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Radios

o Use plenty of power (25 to 50 Watts)

* Recommendation:
— Mobile radio with 25 or more Watts of output
— Data connector on back (usually 6-pin DIN)

* Consistent audio levels between radio and TNC; unaffected by
volume control
* Allows operator to listen to speaker while operating

— Dual receive — allows simultaneous monitoring of voice channel

¢ What about an HT?

— Yes, it will work, BUT you will be a hidden node to everyone except
your next door neighbors!
— May be OK for hobby time or experimentation when the frequency is

not busy (how would you know?), but will cause problems during real
EmComm deployments.

Copyrght 20

ara County ARESTIRACES. Al ights reserved
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Terminal Node Controller (TNC)

Reliable, consistent, out of the box operation needed
Hardware TNCs preferred

— County BBSs make extensive use of Kantronics KPC 3+ TNC
— KPC 3+ has other features, such as:

* Personal BBS, digipeater, node
e Command line interface (Outpost not needed)
¢ What about software TNCs?
— Yes, they will work
— HOWEVER, experience shows they are finicky to set-up and
operate; good for personal use or hobby work
— But, not recommended for EmComm work

Typical Packet Network Components

Antenna
. VHF/UHF (typically)

TNC
(Modem)

— —_— PC Running
. Outpost and

45

Typical Packet Network Components

Antenna
. VHF/UHF (typically)

TNC
(Modem)

—— b, PC Running
‘ Outpost and
PackltForms

48

Typical Packet Network Components

Antenna

VHF/UHF (typically)
—

49
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PC

e Characteristics
— Must run a current version of MS Windows
— Screen must be big enough to read and fill in large forms easily
— Keyboard must allow for easy, reliable typing
— Battery runtime of at least 1 hour

¢ Recommendation
— Laptop or larger netbook running at least Windows 10
(end of W8.1 extended support... January 10, 2023)
¢ What about tablets?
— Aslong as it runs Windows and has an external keyboard and mouse.
But most people find the screen sizes too small for extended use.
¢ What about Linux or MAC?
— Not recommended. The software we use runs on Windows. Running
a virtual machine or emulator just complicates things. Experience has
shown that people who try this struggle to make it work effectively.

7/31/23

a Cara County ARE

Copyrght 20112 S Alights reserved,
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Required for Type Il Qualification

7. ASSEMBLING A PACKET STATION

50

Type lll Scenario

WG6XRL4, this is Xanadu This is W6XRL4, go ahead

EOC

W6XRL4, please deploy to
Xanadu Community
Hospital and set up the
on site packet station.
Tactical call is XNDHSP.
Do you need directions?

Acknowledged. | know
the location and will
deploy immediately.

W6XRL4
Xanadu EOC

52

But first, what’s in the box? (partial list)

Radio 2m, 220, 440, 25-50W
Power Cable, adaptors 12VDC
Microphone
Antenna 2m, 220, 440 roll-up J-Pole
Mast, tripod, straps, sandbags, etc.
50ft of Coax
TNC KPC-3+ Packet Communicator
RS232 Serial cable to PC; 25pin/M to 9pin/F, or USB (newer KPC’s)
Custom cable to Radio; 9pin/M to <whatever_your_radio_has>
Cable to 12VDC
Laptop, PC Windows PC
USB-to-Serial Adaptor (older KPC3’s) or USB cable
Power adaptor
Mobile Printer
Power Battery or Power Supply
Splitter, jumper cables

Copyricht 2011-2023 Santa Glara County ARESEIRACES, Al ighs reserved.
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“Thinking outside the box”

Cara County ARESBIRACES, Al rights recerved,
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6 pin mini-DIN

Transceiver

Building The Packet Station

KPC3 Plus / Serial Connector

KPC-3 Plus

ns on back)

Radio
(Transceiver)
DB-9 (female)

Computer (or GPS)
DB-25 (female)

Power

8-conductor 2.1 mm

shielde

i Shielded power jack
RS-232 and stranded

2-conductor
wire

Power-cube:
Power adaptor
(120 V ac / 12V de

with cable
assembly) ’:

Serial (COM) port
DB-9 or DB-25 (male)

Computer

Copyricht 2011-2023 Santa Glara County ARESEIRACES, Al ighs reserved.

Banch Pover Supply (12 V de)

1120y

55
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Connect TNC to PC

KPC3+ Serial port version

Radio
Connection

Serial Connection

o KPC-3+ serial port has a DB-25 connector
— DB-9 adapter may be needed

e Standard RS-232 serial cable; with USB-to-Serial for newer PCs

e Caution — The Radio connector is a DB-9 !
— PTT, Transmit audio, Received Audio (NOT RS-232!)

© Copyright 2011-2023 Santa Gara County ARESSIRACES, Al rights reserved,
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Building The Packet Station

KPC3 Plus / USB Connector

KPC-3 Plus

(connections on back)

Radio
(Transceiver) Computer (or GPS) Power gb
DB-9 (female) USB ‘B’ Port 2.1 mm ,:

2.1 mm

power jack
and stranded
2-conductor

5-conductor
shielded USB A Male to
B Male cable

Bench Power Supply (12 V de)

Coax

Power-cube:
Power adaptor

to antenna

6 pin mini-DIN

Transceiver

with 120V
asse

Computer

© Copyight 2011-2023 Santa Gara County ARESSIRACES, Al ights reserved,
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Connect TNC to PC
KPC3+ USB version

Radio USB ‘B’
Connection

Connection

e KPC-3+ USB port is a ‘B’ connector
¢ No longer requires a separate USB-to-Serial adaptor (FTDI
USB chip is built in); BUT... not the case for other TNCs

e Caution — The Radio connector is a DB-9 !
— PTT, Transmit audio, Received Audio (NOT RS-232!)

© Copyricht 2011:2023 Serta Gara County ARESSIRACES Al ights reserve 58
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Connect TNC to Radio

* Most radios have a
dedicated 6 pin mini-DIN
DATA connector

e Some have a combined 8

a breakout cable
— Best Option!!
e Otherwise, you will use the
speaker and mike
connectors

2 Cara County ARESBIRACES, Al rghts recerved,
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© Copyricht 20112023

pin mini-DIN connector and

Connect TNC to Radio

- —— e

o KPC-3+ has a DB-9 connector

* Radio will have a dedicated “data” connector for packet
— 6 pin mini-DIN
— May have to use mic connector and external speaker

© Copyricht 2011-2023 Santa Glara County ARESEIRACES, Al ighs reserved. 60
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A note on the Alinco radios for packet

Alinco DR-135T (2m), DR-235T (220)
and DR-435T (440) are single-band
radios and very popular for packet.

The radios use a DSUB-9 connector for
their data port.

Do not use the internal EJ-41U module
as a TNG; it has insufficient memory
for EMCOMM message passing.

For an external TNC, do not use a
standard RS-232 modem cable! You
need a custom cable for PTT, Transmit
Audio, Receive Audio, and GND.

60

DATA Connector
e Lastly... the DR-235T and DR-435T are
no longer in production, but still could
be found on the 2" hand market.
© Copyright 2011-2023 Santa Clara County ARESE/RACES. Al rights reserved. 61
61
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Packet Operator Type Ill Part A 7131/23

“Got My Act Together” PC Setup

o Secure a work area suitable for computer use s
— Protected
— Out of sunlight

PC/Laptop Audio and — AC power, if possible

| Serial to USB Cable FTT Cablo * SetupPbC :

— Verify that Outpost and PackltForms are installed

— Verify the version

— Set up user identification and Tactical ID (if needed)

— Make sure computer date and time are set correctly

— Verify correct Profile

— Verify BBS and TNC settings

— Adjust other settings as needed for the assignment

Copyrght 20112

63

Radio Settings

¢ Consult radio manual for packet settings
— Packet or data mode
— Packet baud rate — 1200 bps
— If Dual Receive, which side does Packet use?
— Simplex
— No tone or tone squelch
 Yaesu users - make sure WIRES is off
— RF squelch/S-meter squelch to minimum

— Turn off any function that might interrupt radio function
— 25 W or more transmit power

Copyricht 2011.2023 Serta Gara County ARESSIRACES Al ights reserve

Copyricht 2011.2023 Sarta Gara County ARESSIRACES Al ights reserve 65

KPC-3+ Setup Overview
e Use a terminal emulator (such as Outpost’s Ipserial
program) to communicate with the TNC K=
— Verify Com Port settings \
— Verify that TNC “connected” — “emd :” prompt
— Adjustment of serial connection baud rate may be needed J
¢ Use the Command mode to instruct the TNC
— Actions to be performed
Outpost and PacklItForms
— Parameters to be set
— Diagnostic information 8. NOW THE SOFTWARE...
66 67

© Copyright 2011-18 Santa Clara County ARES®/RACES. All rights reserved. 11



Packet Operator Type Ill Part A

What is Outpost?

¢ A Windows-based packet messaging client; email-like GUI;
hides the complexity of the packet world

* Helps ARES, RACES, and other amateur radio emergency
response teams meet the needs of their served agencies

e Automates and manages all message handling between you
and your BBS

Lets you read, delete, create, send, reply to, and forward
messages back to the BBS

SCCo Packet Installer is available from County web site

* www.scc-ares-races.org/data/packet

General release version available from Outpost web site
. WWW.OUtEOStEm.OI’E

7/31/23

68

Install Santa Clara County Version

e Combined Installer for Outpost & PackltForms
— Unique directory names
o Programs:  C:\Program Files (x86)\SCCo Packet

e Data: C:\SCCo Packet
— Does not interfere with general release version of Outpost
on the same machine ~OUN

¢ Includes all updates
— Standard TNC and County BBS setups
— Standard County user settings
— Standard County forms
— Updates will not overwrite user defined settings

Install Outpost and PackltForms

¢ Single click install process for both Outpost and
PackltForms

¢ Click the defaults
Start Finished

Welcome to the SCCo Packet
(PUBLIC EDITION) Setup
Wizard

Completing the SCCo Packet
(PUBLIC EDITION) Setup Wizard

(PUBLICEDITION)
launcied by

T il mstall SCCo Intaller 162F - Oupost 379,
e et puter.

County o saa cira,ca. VI SCCINPORTANT-SETUP INFORIATION

Copyricht 20 Cara County ARESE!

69

70

Confirming the installed version

This release contains the following:

1. Install: vie2F

2. outpost: v3.7.9
3. PIFO:

2. PacRELEASE: va.7

BuLld Date: 11 June 2023

For Outpost release details, do the following
1. Run Outpost

2. From the main menu, press Actions > "View Outpost Data Directories”
3. Double-click on the File "README27@.txt"

For SCCOPTFO details, see UserGuide.html located at "c:\PackItForms
\outpost\scco” .

For pacrORMs release details, see the various Readme files located at “c:
\PacFORMs\Docs” .

[
From the Start Menu, look for SCCo Packet under:

* Windows 10: Start > scroll down through the list of apps
*  Windows 11:  Start > All Apps, scroll down through the list of apps

Copyricht 20

Cara County ARESE

Confirming the installed version
Outpost Startup

Outpost

packet message manager

Version 3708
Copyiight ©2003-2023 Jim Obehofer KNEPE
Itiaizing Outpost

Outpost: Help -> About

B Avout Outpost acket M

T OutpostPacket Message Manager
1im

Version 37,09, SCCo 162F
e~ il

Copyright © 2003-2023 Jim Oberhofer KNGPE
Al fights reserved

‘This computer program is available for general
Amateur Radio use and must be operatedin =
accordance with the U.S. Federal license |
Communications Commission CFR Tite 47,

Part 97, Amateur Radio Service, or other oK
Amateur Radio Sendce regulations as

specified by the country in which you intend to

Copyricht 2011-2023 Santa Glara County ARESEIRACES, Al ighs reserved. 72

71

72

Setting up Outpost’s User ID
Outpost Setup > Station ID

* Previously setup? Select your call dentification | B8S Logins | Signatures |
from the User Call Sign drop down
o CurentProfie: [Guipost

® First time user setup? Press New Legal

Fill in all Legal ID fields: User Call Son: | wexRLe El

. UserName: [Herman Munster

— User call sign Message ID Prefic [RLs (3 Characters max)
— User Name (Your full name)

— Message ID Prefix
 Defaults to the last 3 letters
of your call sign

¥ Show hisform on startup ok ooy | cancel

¢ To change from FCC call to Tactical
— Click/Unclick - Use Tactical Call
— When unchecked and fields are greyed out, you are using your FCC call
* Press OK when done
¢ When you take over a shift as a Packet Operator, you will need to change
the User Call sign and User Name

Copyricht 2011-2023 Santa Giara County ARESEIRACES, Al ighs reserved. 73

73

© Copyright 2011-18 Santa Clara County ARES®/RACES. All rights reserved.

12


http://www.scc-ares-races.org/data/packet
http://www.outpostpm.org/

Packet Operator Type Ill Part A

Tactical Calls
Outpost Setup > Station ID

o Tactical Calls are assigned to support message processing
— Independent of operator’s FCC call sign

* Once added to BBSs:

— Packet users can log in with city tactical call signs
¢ Updates occur upon request from an agency
o Tactical calls for your city are available from your EC
o Tactical calls also added for Coastal Region and all
surrounding counties

¢ To request new or update your agency’s tactical calls, see:
http://www.scc-ares-races.org/data/packet

« “How to Request Tactical Calls”

I rights reserved.

© Copyight 2011-2023 Saa

74

Confirming the PC Time
Outpost Startup > time check

e Old and/or seldom-used PCs
are usually not set to the

correct time

Your PC's current time

Wednesday, 28-Jul-2021 | 08:37:01

Ifthe Date or Time s incorrect then press Update and

Setthe correct date and time for your PC.

] cise

* Qutpost and PackltForms Do and e | adtonal ks et T
use the PC time ~

o |f wrong, causes incorrect
and confusing information
on message listing and logs

Wednesday, July 26, 2021

Time:
83731 AM

& Change date and time...

Time zone

* On startup, Outpost displays| .o swscrmeusa e
the current PC time and Chonge time zene.

Daylight Saving Time ends on Sunday, November 7, 2021 at 200 AM. The

offers a chance to change it | s s st

2] Notify me when the clock changes

o[ o | ]

© Copyicht 2011-2023 Serta Glara Counly ARESS/RACES Al ighs reservest
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7/31/23

Setting up a Tactical Call ID
Outpost Setup > Station ID

e If Using a Tactical Call, check the
“Use Tactical Call ...” box
CurentProfie: [Gutpost
* Previously setup? Select the tactical Legal

Identification | BBS Logins | Signatures |

call from the Tac Call Sign drop down “5:’“"“5'9" VWERLY =] new |
sertiame: [Fomantiunster
Delete

* First time Tac call setup? Press New Message D Prefic [RLs (3 Characters max)

Fill in all Tactical fields:

— Call Sign

— Additional ID Text

— Message ID Prefix
* 3 letter prefix used in msg number
* Set per your served agency policy ¥ Showthis form on startup oK Apply Cancel

‘Tactical Call Sign: | XNDEOC

Additional ID Text: [Xanadu EOC

Message ID Prefic [ND (3 Characters max)

Delete

* Press OK when done

* When you take over a shift as a Packet Operator, you will need to change
the User Call sign and User Name, and confirm the tactical call

75

© Copyight 2011-2023 Sarta I rights reserved.

Main form controls

[m: Edit Setup Tools Forms Actions Help

Now | open | acwe | Dot | pont | searen | soncrocens | oo [WEEE <] A|Al

inTray \|| | U] Typad-rrom—ro——tpBE—] - ize

. SCCo Weekly Packet Practice v22... .

OuTiay) . SCCo Packet Tactical Calls v221027 _ 10/28/2022 X
— XSCPERM_WAXSC-1_SCCo Packet Subject Line v220803 —__8/13/202223.08_2.402
o= xsceoc@wi... XSCPERM WIXSC SCCo Packet CheckIOutv220324  3/24/202222.03 1,863
e xsceoc@wl.. XSCPERM WIXSC-1 SCCo Packet Frequencies v200905 9/5/2020 18:39 1,546
e Xsceoc@wl.. XSCPERM WIXSC SCCo XSC Tactical Cals v191127 12120191 5632

Orathisgs |

Deleted

SCC Notices
WHy Checkin
Reports
Printed
Messages

Exercise
\_Messages

00:00:00 | 20:19:09

-
Outpost - A Closer Look \

78

75

Confirming the Station ID
Outpost Setup > Station ID
e FCC Call - Only the call sign is listed

I Outoost Packt Message Manager

Fie Edit Setup Tools Forms Actions Help

New | Open | chve | Dolte |_prnt | Seatc | Senamecons | ot [ QIR <] A | A

ntray | [U]Type] From [To Tees [ Subject ~
B xsceoo@wl. XSCPERM WIXSC1 SCCoWeekly Packet Practics v2

OutTray B xsceoc@ul. XSCPERM WIXSC-1 SCCoPacket Tactical Calls 2210
B xsceoc@ul.. XSCPERM WIXSC-1_SCCo Packet Subiect Line 122080 ¥

v | || ;

Mems:6 Unread:0 | WXRLS —XSC_W1XSC-1 - XSC_Kantronics_KPC3-Plus (Com10) |00:00:00 |20:13:23

o Tactical Call - listed as “<call_sign> as <tactical_call>”

L ——

File Edit Setwp Tools Forms Actions Help

New | Open | archive | Delete | prnt | Search | SendRecene | profie: [SEEEE +] 4| A

intay || [U]Type] From [T TeBS | Subject ~
B xsceoc@wl. XSCPERM WIXSC- SCCoWeekly Packet Practice v2

outTray B xsceoc@wl. XSCPERM WIXSC-1 SCCoPacket Tactcal Calls 2210
B xsceoc@wl. XSCPERM WIXSC-1_SCCo Packet Subiect Line v22080 ¥

senthsgs || [ 5

Hems:6 Unread:0 | WXRL4 as XNDEOC — XSC_W1XSC-1 — XSC_Kantronics_KPC3-Plu| 00:00:00 | 20:14:47

© Copyright 2011-2023 Sanfa Qara iy ARESSIRACES Al rights reserved. 77
77
Outpost — Profiles
Main form controls
o Profiles store Outpost settings under a name
— Tools menu settings, Station Identification, BBS, TNC
selection, etc.
— The “OUTPOST” profile contains all of the default SCCo
settings
o Switch between profiles without restarting Outpost
o Verify that the Profile is correct
| New | Open | i | Dolte | prmt_| _Searc | _sendreceve | il AlA -
In Tray U | Type | From To BBS. Subject o}
© Copyright 2011-20 2 lara County ARESBIRACES. Al ights reserved. 79

79

© Copyright 2011-18 Santa Clara County ARES®/RACES. All rights reserved.
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Packet Operator Type Ill Part A

Configuring Outpost
Setup menu
All configuration items are under two Menu items
o The Setup menu...
— BBS... Santa Clara County

Outpost Packet Message Manager

File Edit Setup Jools Forms Actions Help

BBS’s are preloaded o S
. Interface...
— Interface... Preconfigured Station ID... Ctrlsl
TNCs Address Book...

Profiles...
PC Time Check...

— Station ID... for setting Il
Sent Msgs ]

your FCC and tactical call
— Address Book... create alias
and distribution lists

kn6pe@w1x.

— Profiles... manage different configurations
— PC Time Check...

© Copyright 201 Alights reserved. 80

80

Configuring Outpost
Tools menu > Message Settings > Msg Numbering Tab

e [ Add message number...
©With hyphenation

* B Add message number SUffix. | ey usos [isqumbering | RepliesFwos | Receipts| Delsting | A

Adds a “P” suffix to all inbound

Outbound Message Identification
and outbound message

[¥ Add message number to the Subject Line for outbound messages

numbers € without hyphenation... *GPES46P.."
— Check this box @ with hyphenation. PE-646P... "
N C_with DateTime Format " 6PE220730161747P._"
~ Plain Text [V Add a character as a message number suffix [~
v
— PackitForms L

I I~ Add a message number separator l

e [1Add message num separator
Inbound Message {L0cal ID)

- leave unchecked [ 7 Assign alocal message number o inbound messages ]
tandard format._ ~6PE-646P"

* [ Assign a local message ID
— check this box
e Message numbering is common
across profiles
— Numbers are common
across all profiles

Copyicht 201

Edit Subject Line
Identifier values

oK Cancel

82

82

Working with messages
Viewing messages — Plain Tex
L3

e Supports viewing’ Fle Edt gpmaJons Foms Actons Help
printing, deleting or
saving a message to a
local file

* Reply and Forward
message formatting

¢ To view a message,

1. Highlight, then press
Open, or

Senaecene | Frofe

Fie Edt_View Acions

Draftiisgs| Print | Reply | Replrtol | Forward | avctive| Delee | close

Prate Message
B WNLINK
XSCMotces o

Deletea
o Rece 72120191551 Sent 720020}
Locallisg D)

“ll Subiect US THRDPARTY MESSAGES RULES NOW ARE ENFORCED BY ClS.

2. Double-clickon a
message

e WiIL viclace the spplcd

held ot the o
Fally se ive the zessa
ceuntzics in the Noreh snd South fof

ble senging and receiving o

Copyright 2011-20:

(Gara County ARESBIRACES. Al right

84
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Configuring Outpost
Tools menu

All configuration items are under two Menu items
¢ The Tools menu...

— Send/Receive... Automation,
Auto Printing, etc.

st Packet Message Manager
Setup Tools Forms Actions Help

G Send/Receive Settings...

Message Settings..

— Message... defaults, H Repar et
numbering, receipts )GY_J Log Setings.. %

. . General Settings...
— Log settings... helps with E s W
A Run at Startup Settings... Wi
troubleshooting B0 Scrpt Setings.. w

— General... Print settings, ] Scripts... >

name extra folders sgs Packet Session Counter Reset w
ted Reset column widths w

— Running programs or scripts é_l
— Column resets

— Manual packet programs

Pack column widths

Reset form to normal

tices
Interactive Packet >
eck-in

e

© Copyight 20112 rights reserved,
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Message numbers
Considerations

¢ |f you are given a paper form with an existing message
number, do not change it!

e For instance: If you are given this:

stination Msg #:*

MESSAGE FORM _ .
» For paper: use ballpont pen _bluc or | 019" M50 # XK1 |
black ink only (See back for fnstructions)

| Handling fvees: O Immedate ASAP O Priority

1br) O Routine (< 2hr)

¢ then replace the Outpost-generated numberwith:

Submit to Outpost | Submit via Email | | Reset Form | Show POF D = roqui

MESSAGE FORM

SCCo ICS Form 213 (01/19/2022) _ PIF 22

Origin Msg #: 2 XND-123 Destination Msg #: %

Show Text Message

Date ': Time (24 Handling *: O Immediate (:sA%) @ Priority (<i ) O Routine (<2}

* |t's that simple!

83

Working with messages
Viewing messages — PackltForms

e Whatifitisa Fie £t Seup : is_Foms _actions_Hep o
New | Open | Actie | Dsets ot | _SenaRecehe | Proie] upost
PackltForm? =
. oty Ses
* Toviewamessage, || T
1. Highlight a PackltForms

message, then press
Open, or

C @ O D 12700164712/f0rm-2 @ 9 I
2. Right-click to open the

popup menu
MESSAGE FORM

Origin Msg #: 2
SCCoICSFom 2130119 PIF | xup-1z
12092) 22

epE-c17P

Destination Msg #:

a e

Show 1

ompen e “This message requests you o ¢:

1CS Posiion: 7 Operations 1CS Position: ¢ Operations

B oo e
O Name: O Name:
?

Subject: 1 Singularity Convergence Emergency
Reference: "

Message:
Singularity Convergence Emergency -~ when in danger or in doubt, run in circles,

ta Gara County ARESEIRACES. Al ighis e

Copyight 20112023 Sa

Date | Time ;| Handiing *: O Immedlate 454 © Priorty <11 O Routine (<2r)

scream and|

85

© Copyright 2011-18 Santa Clara County ARES®/RACES. All rights reserved.
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Packet Operator Type Ill Part A

Working with messages
Creating messages
e Start a new message:

1. Press New
2. Fill'in all remaining fields

e Multiple message
sourcing options

y
Pin_|_seacn | senomecens | prone [QEEE |

oct
po@wi.._knpo@. WIXS.._DELIVERED: 6P 2220P R ICS213

. Knbpe@... WIXS... DELIVERED: 6PE.2228P R ICS213
phimon@uZ _knpe@ WIXSC.1_MON4922P R_SCCo Packet Praciid

B Now Packet Message

File Fdit Actions Window |lelp

pnm@em R e R

1. Free-form: what you see

is what you get o
Jos: (WXSC-1 \
— Supports TAB characters Fhn. [xNBEGC
thereby reducing the \
character count o | 55 R \
2. Cut and Paste from other \
apps, like notepad, Excel Send button Save button
3. Import .csv files
4. Import text files directly

into the message form
5. Press Send or Save when
o oo HONEc

Al ghts reserved.

86

Message form specifics
Creating messages
* Message character counter
— Watch when preparing large messages... this is a shared channel
¢ Moving between messages

— Up/Down arrows allow easy movement to previous or next message

‘ommunications Status (PM:397)

* Urgent Message Fie gt Acions Vindon 11

— Flags a message as urgent | sens| pint | sawe [oetete| ciose((” uro) v e [nf{ o[ 2] J[A]
and displays in RED in your | Pree Messas \—/

- abs: [WiXSC1
folders and the receiving /.q [WoxLR
T

station o JIXNDECC
\iss [XLR-726P_R_Communications Status

e Address Book entries e alsemmate EOC 1o set up and operational. fe are rumning o

1003 batteries with solar backup. Staffing plan is in place
2nd the next operational period.

— Press To: button to select
previously defined address Bermen ¥_iGK124
book entries

£5 Al rights recerved,

Copyricht 20

88

7/31/23

Watch out for Drafts
Creating messages

P\t M S

Ty || [UTType] From To BBS | Subect
D KN6PE KD6CMV  KN6PE-1 6PE-1999P-Regex-Test

Otinay cupcsa@wl... _cupeoc.. WIXSC-1 CSA-231 R SitStat-Creekside.csv
D 6P 95825@ 6FB Q R SACRA 0 CA 916

¢ If you click “Save”, the message is saved as a DRAFT and
will not be sent
— The blue highlighted text means it is a DRAFT message
— Lose your Saved Message? Check the Draft Folder
¢ If you click “Send”, the message will be saved, and
— Ablack text entry means it is ready to be sent

¢ Check the Out Tray after a Send/Receive to make sure
your messages were sent

87

© Copyrght 2011-20 Al ghts reserved.

Outpost do’s and don’ts

e DO...
— Keep your message short enough to communicate what
needs to be passed... same as a voice message
— Be Patient; after your message is downloaded by the
recipient, they will send a delivery receipt. Then you will
retrieve it on your next Send/Receive session.
e DON'T...
— Continuously press Send/Receive to check for a reply. This
ties up the channel needlessly.
— If a message was not acknowledged:
¢ Check the message address and BBS
¢ Resend the message if needed
e Let your supervisor know

Copyricht 2011-2023 Santa Glara County ARESEIRACES, Al ighs reserved.
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87

Outpost Workflow
How it Gets Done
1. On Outpost: press “New” to create a new message(gmr
2. Onthe Message Form

e Compose the message. Fill in all blank fields

*  Press “Send” — message is moved to Out Tray
(Press “Save” to store to the Draft Msgs folder)

3. On Outpost: Press “Send/Receive”
*  Looks for and sends messages from the Out Tray for this User and BBS _
*  When sent, message is moved to the Sent Msgs folder

*  Checks for and retrieves new messages, places them in bold in In Tray
4. Read and handle new messages
5. Print, Delete, Archive, or move messages to a folder as needed
* Deleted messages are automatically moved to Deleted Messages folder

If you think there is a problem with a message, refer the message to your Shift

Supervisor for resolution
89

(Qara County ARESBIRACES Al rghis reserved

Copyricht 20
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PackltForms

o] s e ] v A FreT—

s numtor

mm)
T T . e B

Yo G [ 5

MESSAGE FORM

s e

‘Santa Clara County EOC Resource Request Form 213RR Vi

oty e e T e =

anta Clara OA Jurisdiction Status, =4

e e e e N ===

e p—— —

T . e
e e e R

Comacry O 0073

o Santa Clara County RACES — Mutual Ald Request b1

(1)@ Rovimn (21

91

Copyicht 2011-2023 Santa Glara County ARES®
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Packet Operator Type Ill Part A

Introduction to PackltForms
&R 2

o PackltForms are an enhanced tool for forms-based messaging

and supports sending Santa Clara County forms by packet

radio

— Minimizes data actually sent

— Web tool to “fill in the blanks”

— Code to extract the text information from the forms into a string of
ASCII text data that contains the form information

MESSAGE FORM T [ =y L ]
o o S| MESSACEFORM e .
— T ACTON . O on T ]
| KLY s Qe[ O omn S .
Vs .
[ ©cspostbon: [ 1], responton: ' )
[ 7 tocaten [ | & tooton: | )
Some o 5 e i
[ Tapnone s Toapnone
e o]
[ et T

PackltForms and Outpost

File Edit Setup To

New | Open

09 Communications Log

XSC Check-In/Out Message
XSCICS-213 Message

In Tray
XSC EOC-213RR Resource Request
Out Tray XSC OA Jurisdiction Status
e XSC OA Shelter Status
TC1 2-)
XSC Alled Health Facility Status h EPE 60';:“;‘ #ﬁf:ki';i ol day
Archive XSC RACES Mutual Aid Request MON-6930P_OIR_SCCo ARES/RA
1 6PE-605P_R_Practice KNGPE, Ji
Draft Msgs Generic ICS-213 Message Form 1 6PE-602P_R_Practice KNGPE. Ji
87 XSCEOC@WAXSC.. XSCEVENT — WIXSC-1  G6PE60.. Quarterly Drill - Event Notice 21
Deleted B XSCEOC@WIXSC.. XSCEVENT ~ WIXSC-1 G6PE-60.. Golden Eagle Exercise - OP4 - N
SCC Notices
WKy Check-in
Reports
Printed
Messages "
Copwicht 201 2 Courty ARESBIRACES Al ights rescrved. 94

94

XSCICS 213 Message Form

| ot o e R

sontaiveme]  ® SCC IS 213 Message Form

MESSAGE FORM
s

Colcs Fom 213 0118 PIE
) 22

— Message Number Fields

onginmsg#: 2 Destinaton g s:

B
Due ' | Tmee: | vanding® [0 imesevean, O Py crer O Reinein
eraagaen o P oD ¢ Paper form should come to you
R O e . )
= e “*|  already filled out
B ! | Ee ‘ ) — If you have to fill it out, have the
——— e y originator review and initial it
:“:z £, Mmowr o7 sariir nag e For drills, fill in the blanks just
like the paper version
¢ No need for 5 words per line

i
f

Operatr Use o

Relay: | Reva: sent

How Raceived O or Sent © Operstor Gl sign L

© Telephone © Dispsten Center Oporator Name:  erean runster
© EocRatio ORax O couer

© Amsteur Radio ® Otner Packst. Date: ((ente)) Tme: ((

Replies to a received message
must have the original message
number in the reference line

Copyricht 2011-2023 Santa Glara County ARESBIRACES, Al ights e
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County Use of PackltForms

¢ Santa Clara County PackltForms contains these public forms
1. XSC Check-In/Out Message Form

2. XSCICS-213 Message Form adapted for Santa Clara County to
transmit messages.

w

. XSC EOC-213RR Resource Request Form — Requests specific resources
needed to support an emergency.

4. XSC OA Jurisdiction Status Form — Reports jurisdiction emergency
situation status to county OEM.

5. XSC OA Shelter Status Form — Reports information and status on
shelters opened in the cities to county OEM.

6. XSC Allied Health Facility Status — Reports information & status of
private Skilled Nursing facilities to SCC Public Health Department.

7. XSC RACES Mutual Aid Request Form used by a jurisdiction to request

a RACES Mutual Aid.

e The SCC Installer program automatically installs these packet forms
along with Outpost.

— Additional forms may be provided by your EC

ot 201

his resenved.

93

XSC Check-In/Out Message
Fle Edt View Hisory Bookmaris Tools Help o x e Forcheck-in and check-out
— x|+ messages
© 6 9Dwmmeronn & © I L > = o Most fields are automatically
Submt o outpost | subrt v e ] e o [ J IO filled in
Messaganumbor  ion-sase — Message Number
Your Cai Sign — Call Sign
3 Use Tactical Cal
— Name
If Use Tactical Call is checked,
— Tactical Call
— Tactical Name
* Make your selections:
— Check-in or Check-out
— Use Tactical Call
Copyight 201 ra Courty ARESOIRACES Al ighsresened s
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XSC EOC Resource Request 213RR

= eyoerey v ayee | ooeyoey growrs |

sme=| | ® For material, equipment, and

Santa Clara County EOC Resource Request Form 213RR e staff requests, never for RACES
: Mutual Aid

New Checkbox!

— O with signature

Form defaults

— To ICS Position: Planning Section

— To Location: County EOC

Note! Fields can be changed at
message create time

Paper form should come to
you already filled out

Should answer

What do you need

— Who needs it

2 — Where do you need it
Medical Resource Request forms also When do you need it
have a new * O with signature' checkbox. — How long do you need it

Copyright 2011-2023 Sarta Gara Gourly ARESEIRACES, Al ights

97

© Copyright 2011-18 Santa Clara County ARES®/RACES. All rights reserved.

How do you get there 97

7/31/23

16



Packet Operator Type Ill Part A 7131/23

XSC OA Jurisdiction Status Report XSC OA Shelter Status Report

St 10 oot | e v et | v o | v o [ =i semw=] "] ® For jurisdiction status & incident *}] * Forlocal shelter status
Santa Clara OA Jurisdiction Status e reporting to County EOC reporting

Handing: ©immesioe 453 Oty <114 Ot <211

Form defaults
— Handling Order: Immediate

* New layout!
— Better aligns with the .pdf

— To ICS Position: Situation An...
— To Location: County EOC
Note! Fields can be changed at
message create time

* Form defaults

— Handling Order: Ppriority

— To ICS Position: Mass Care and...
Note! Fields can be changed at
e = e — message create time

Paper form should come to you Shobc ormaton
already filled out ceoercy Sty

Bt G e

Replaces the City Scan form

ght 201120

98 99

XSC Allied Health Status Report XSC RACES Mutual Aid Request

1 Subuit i st | restram | srowror | | =reqed St Tos e |
T RN R smenex| | @ For skilled nursing facility ‘Santa Clara County RACES  Mutual Aid Request weuzmz | ® For RACES Mutual Aid
‘Allied Health Statt status reporting o Destnaton: requests onl /

B e [

Handing:_Olmmedi (53 O Pty <1 1@ Routne (<215

* Form defaults
— Handling Order: Routine

* New Checkbox!
_.-— Owith signature

[

o

— To ICS Position: EMS Unit
— ToLocation:  MHIOC
— Note! Fields can be changed

= ~=""| * Form defaults
— Handling Order: Routine

P — — To ICS Position: RACES Chief...
at message create time \ - Tolocation:  County EOC
\
N — Note! Fields can be changed
* Hand off SCC Public Health o - s = at message create time

Department

* For jurisdiction material,
) equipment, and staff

requests, use the ICS 213RR

o= form.
sl R

son

ot stgn s Dot et Time: fisneh)

100 = g 101

100 101

© Copyright 201

What Really Gets Sent Generic ICS-213 Form
e Use XSC ICS-213 Message Form in Santa Clara County

® PackitForms creates the B 001211520 Sty ConrgncsEmancy P30 )

0 o et ctons Wingon 1> ¢ Use Generic ICS-213 Message Form elsewhere

utpost subject line “sona | _eom | sawe | osts| cose | Ura| P s |w1s| [ 0] A| A o >
automatically UZ::L\:?:S??&EQ‘ — Communications to/from Regional EOC
) . from [kiePE — Communications to/from other county EOCs
* Subject line and message @5
D123 1CS213_Singlaty Corvergencs Emargoncy
body are locked (grayed ooy

#T: fom-ice213.heml
: 2.6-1.2

o New | Open | Ac  ICS309 Communications Log e[ d
to7/27/2018)

(EMERGERCY] XSC Check-In/Out Message
(maEDTaATE]

out); cannot be changed.
¢ |f you need to make

1
[21:38) In Tray u Local ID_| Subject

= XSCICS-213 Message

changes, L= ; Gt feounce Request XND-123_P_ICS213_Singularity
. .+ B Eoc] Out Tray XSC OA Jurisdiction Status ] DELIVERED: QTC 1 R SAN JOSE ¢
— Open (or double-click on) R e XSC OA Shelter Status 1 DELIVERED: QTC 1R SAN JOSE §

th in Outpost I: (s, it 1z happening, and there s nothing we can do %o stop S, STTEED XSC Allied Heaith Faciity Stat 6KP-61.. QTC 1R SAN JOSE CA(-2-)
e message in Outpos When in denger or in doubt, run in circles, screan and Shout.] e eakh Facilty o A1 6PE-61.. GPE-6509P_R_Thank you Monday,
o ) recseres o) Archive XSC RACES Mutual Aid Request 6PE-60.. MON-5930P_O/R_SCCo ARESIRf
— it will open in the Browser Oplfane: (Jim Gberhoter] — - =T s A 6PE60.. GPE-605P_R_Practice KNGPE, Ji
Method: [0cher] raft Msgs eneric ICS-213 Message Form A GPE60.. GPE-602P_R_Practice KNGPE, Ji
and now can be updated, [ B XSCeoc@WIXSC.. XSCEVENT — WIXSC-1 GPE-60.. Quarterly Drill - Event Notice 21§
Deleted B xsceoc@wixsc.. XSCEVENT ~ WIXSC1 GPE60.. Golden Eagle Exercise - OP4 - Nog

— Then press “Submit to

Outpost” to resubmit the SCC Notices
dated messa ge. ‘Subject line and message text ields are locked 4% P e -

5P

102 © Copyricht 2011-2023 Santa Glara County ARESEIRACES, Al ighs e

102 103

© Copyright 2011-18 Santa Clara County ARES®/RACES. All rights reserved. 17



Packet Operator Type Ill Part A

WRAP UP

Copyrght 20

104

7/31/23

Final Assignment

* Online Class Evaluation

— Log into https://www.scc-ares-races.org/activities/events.php
Click “Submit Class Evaluation” in Events

Home |
L00.0uT C of Events
|Activities Home Show: Current events @ Past events O Event Descriptions

SCC ARES/RACES Home

Comments/Bugs Packet Operations Type III, Part A
Events Date: start: Type
|List Events By Date 08/05/23  9:00 AM County Training ~ Yes

st Events L Joined Course Details: Click here to visit the course description and
Create a New Event Attendees should have their own printed or ele...
Modify an Event
Delete an Event .

SARES Member Meeting
List/Print an Event Roster

nt
|Log.Event Participati Dat start Type: b
|Submit Class Evaluation 08/09/23 7:00 PM City Training o

Y 2nd. ki

— Submit your evaluation as soon as possible... after 1 week, the form
will no longer be available for this class!

104

Copyrght 20

HOMEWORK!

* http://www.scc-ares-races.org/data/packet

2. Join the scc-packet group (packet@scc-ares-races.groups.io)
3. Install Outpost and review the settings menus

(linked from main packet page)
e Use packet groups.io for questions
5. From your packet station
* Connect to your primary BBS and send yourself a message
* Download, save, read and understand the SCCo Notices

6. And... complete the SCC Packet Exercise Workbook!

Copyricht 20

o Complete the following tasks before attending the next class.
1. Familiarize yourself with entire SCCo ARES/RACES Packet web page

4. Read and Understand the “Packet Network Addressing” web page
* http://www.scc-ares-races.org/data/packet/packet-addressing.html

* Check in to the Mon/Tue packet net (see the SCCo packet web page)

105

Contents

0 ovenview

SCCo RACES

Packet Exercise | 3

Workbook

12 Finding your TNC's Com Port

2023 edition 13 Setingup Outpost

14 Sendinga test message.. to yourself (round-trp).

2 Working with M

21 Sendinga

22 sending

23 Sending

24

25 Sending a message from 3 text fil
26 s file (REVISED).

27 Sending Packitform
M

28 Customizing Folde

31 Setting upa Default destinati
32 Pprint

33

34

35 Setting up Tactical Calls.

4 Other Sett
a1

42 Retrieving

5 Localizing Packet

51 Polingfor

Copyricht 20
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For Your Information

¢ Download SCC Notices into Outpost
— Store in Archive folder to save for reference
Check-In/Out
Frequencies (and BBS’s)
Subject Line Format
Tactical Calls
Weekly Packet Practice
XSC Tactical Calls

¢ Force a one-time SCC Notice download
— Actions -> Force one-time bulletin retrieve

Copyricht 2011-2023 Santa Glara County ARESEIRACES, Al ighs reserved.
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For Your Information

¢ These documents are recommended for your Go Kit
— Packet Frequencies and BBS Assignments
— Outpost Configuration Settings
— Message Addressing
— Standard Subject Line Format

¢ Download and print out a hardcopy

http://www.scc-ares-races.org/data/packet

Copyricht 2011-2023 Santa Glara County ARESEIRACES, Al ighs reserved.
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Packet Operator Type Ill Part A

Stay Current, Stay Informed

2

Santa Clara County, California ARES®/RACES

Visit the County web site often

e Check the Announcement space
e Check the Packet page

‘This is a Non-Emergency, Information Only Message:

Check for updates often

e Take personal responsibility for
keeping yourself and your
equipment up-to-date

Join the SCC-Packet group

packet@scc-ares-races.groups.io

. Keep your equipment,

= software, and yourself
up to date

7/31/23

Summary

¢ You should now understand
— The role of a Packet Operator Type IIl
— What packet is and why we use it
— The Santa Clara County BBS network and BBS assignments
— How to set up the baseline packet station
— The use of Outpost and PackltForms

¢ Next Class — Packet Il B
— Operating Procedures
— Troubleshoot a packet station
— Bulletins and Message addressing
— Send and receive PackltForms messages using Outpost

Thank You!

Please complete the Course Evaluation
and packet exercise homework
on or before next Saturday!

https://scc-ares-races.groups.io/g/packet

Make sure you're signed up for the second part:
Packet Type ll, Part B

Questions, comments, suggestions?
kn6pe@arrl.net

© Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved.

If you have questions or feedback about this or other training
activities, you can join our Training discussion group.
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