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¢ Role of the Packet Operator * Packet Operations
* Packet Network Overview * Diagnosing Setup Problems
¢ Packet Network Components * Selecting a BBS
* Packet Station HW & SW e Creating Messages
* Accessing the Network e Event Documentation
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Exercise workbook
Packet Type Il: Advanced Techniques, such as County EOC Packet
Station Setup & Operations, Operating without Outpost.
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Learning Objectives

At the end of this class, you should know how to:
e Verify the setup of an existing packet station
e Select a BBS and connect to it

e Create a message with Outpost and PackltForms
— Properly format the subject line
— Send a proper check-in message

¢ Retrieve SCCo notices and send local notices
e Produce event documentation for archiving
e Conduct packet messaging field operations

10/2/2023

Fictitious Examples

e We use fictitious call signs in this presentation to avoid SPAM

e W6XRL4: Herman Munster

my packet station has a virus.

PACKET IlIA HOMEWORK AFTER-ACTION

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved.
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Type Il Part A Homework observations

* For the most part, everyone did quite well.

¢ Held 2 office hours, about 6 folks showed up with various
questions from on the homework and BBS access.

10/2/2023

Type Il Part A Homework observations

e Messages from the internet ...

* These look like manual messages o ftions Vindeows
created on home email accounts. bl D2 R i)
Prane Message
Bes  WIXSC-1
o What happened to the Message ID?! From j@vahoo.com

To. lostst@wixscampcorg
Suect _R_Exercise 4.5 7a, I

If you intend to originate a message Exercise 4.5.7a,
from the Internet into the Packet-world,
then as a best practice, create and used your own Message ID sequence.

Type Ill Part A Homework observations

e The cost of HTML Text email.

® Several class members saw
first hand turning a 40
character message...
e ...into a 2085 character message
— More than a 50X size increase in the
text to be transmitted!
Both plain text and HTML text are sent
in the same message.

— Bottom Line:

Be careful sending messages into the
packet system from email accts!

And, don’t forget that Subject Line rules
apply here as well.

2[3] 4]A|

iy ARESIRACE:

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved.



Packet Operator Type Ill Part B
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PACKET FIELD DEPLOYMENT

10/2/2023
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Packet 3A recap

e Packet Network Overview and Components
* Packet Station HW & SW

o Accessing the network ""_-;-1',._."‘7 -_—

¢ Standard workflow :.?8‘1-‘ -__-_'h\h:._

e Working with messages - gl 3 \ :3
— - -

e Customizing message handling
e Miscellaneous Outpost settings
e Localizing packet

How does this all fit together during a field deployment?

11

Thinking in terms of a Packet Field Deployment

1. First Shift... when assigned to start up a station

2. Initial station setup... equipment check-out

3. Packet Operations... managing the message flow

4. Incoming Shift Change... if you are relieving someone else
5. Outgoing Shift Change... if you are being relieved

6. Securing Operations... when directed to shut down

12
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1. First Shift

Packet Field Deployment Process

1. First Shift: Establishing a packet station

1. Inform Resource Net Control that you have arrived. Check out of
the Resource Net before you leave your car.

2. Check into the assigned voice net before you leave your car.
Start an ICS 309 Comm Log for the voice net.

Make an ICS 214 Unit log entry.
Sign in on the site’s ICS 211 Check-in sheet.
Find the supervisor and inform them of your arrival.

Request a safety and assignment briefing; get details on any site-
or event-specific conditions that exist. You need to know:

o0 hw

NI

Band and frequency
Primary and secondary packet addresses for any
preferred destinations

7. Find and establish the workspace to set up packet operations.
RESRACES. Al eceseod

a. Supervisor's Name

b. Activation Number

c. Operational Period

d. ICS Location

e. Your Tactical Call and Message ID Prefix
f. BBStouse

a.

h.

10/2/2023

2. Initial setup
Packet Field Deployment Process

2. Initial setup: Equipment check-out

v 8. Find, assess, and setup the packet radio equipment
(see Section 3, Packet Startup Procedure)

v/ 9. Confirm or set your User Identification (FCC Call Sign) and
Tactical Call for the assigned agency.

v 10. Check settings before transmitting:

Correct BBS in Outpost
Correct Interface in Outpost
Correct radio frequency

11. Begin packet operations. Make ICS 214 Unit log entry.

14

3. Packet Operations
Packet Field Deployment Process

3. Packet Operations: Managing the message flow

12. Download all notices to ensure you have the latest; read them.
13. Set up a folder named “SCC Notices” (Tools > General Settings,
Startup tab) and move all notices to this folder.

14. Send a test message to yourself to confirm you can create, send
to, and receive from the assigned BBS.

15. Create a Check-In message to your assigned agency using your
Tactical call sign (see Section 5 Check-in, Check-out Message).

. Send, receive, log and process packet messages. To only send a
message as soon as it is created, use Actions > Send Only

17. Manually initiate an Outpost Send/Receive at least every 10

minutes.

18. If a message was not acknowledged:

a. Check the message address and BBS
b. Resend the message if needed
c. Let your supervisor know

.. more

‘\ "\ ’\ ‘\ ‘\ "\\
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3. Packet Operations (continued)
Packet Field Deployment Process

3. Packet Operations: Managing the message flow

19. If new notices are retrieved, follow any new instructions.
20. Maintain voice radio contact on the designated voice net.
21. Make ICS 214 Unit log entries as appropriate.

22. Report any issues or problems to your supervisor in person or
over the voice net (if remote).

4. Incoming Shift Change

Packet Field Deployment Process

4. Incoming Shift Change: If you are relieving someone else, do the following:

23. Inform Resource Net Control that you have arrived. Check out of
the Resource Net before you leave your car.

24. Sign in on the local ICS 211 Check-in sheet.

25. Find the supervisor and inform them of your arrival.

26. Request a safety and assignment briefing; get details on any site-
or event-specific conditions that exist.

27. Find the person you are relieving and receive a shift change
briefing (see Shift Change Information below).

v 28. Make packet system updates — Station ID, Tactical Call, etc.
29. Make all relevant shift change entries in your ICS 214 Unit log.

5. Outgoing Shift Change

Packet Field Deployment Process

5. Outgoing Shift Change: If you are being relieved, do the following:
30. When contacted by your replacement, provide a shift change
v briefing (see Shift Change Information below).

3

. Generate and sign a packet ICS 309 Comm Log for your shift.
v 32. Generate all event packet documentation for your shift and deliver
as instructed (see Section 10 Archiving Event Documentation).
33. Turn over all assigned equipment to your replacement.
34. Find your supervisor and inform them of the shift change and your
departure.

Make the appropriate shift change entries in your ICS 214 Unit
log. Complete and sign the form.

36. Turn in all paperwork to your supervisor.
37. Sign out on the site’s ICS 211 Check-in sheet.

38. Check into the Resource Net. Inform Net Control what you plan to
do (go home, return to EOC, etc.).

15

35.

o

o

®
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39.
40.

4.
42.

43.
44.
45.
46.
47.

T RS

6. Securing Operations
Packet Field Deployment Process

6. Securing Operations: when directed to shut down, do the following:

Get permission from your supervisor to shut down.

Create a text Check-Out message to your assigned agency using
your Tactical Call sign (see Section 6 Check-in, Check-out
Message).

Generate and sign a packet ICS 309 Comm Log for your shift.
Generate all event packet documentation for your shift and deliver
as instructed (see Section 8 Archiving Event Documentation).
Complete and sign your ICS 214 Unit log.

Shut down and pack up all assigned equipment.

Turn in all paperwork to your supervisor.

Sign out on the site’s ICS 211 Check-in sheet.

Check out of the assigned voice Net and check in with the
Resource Net. Inform Net Control what you plan to do or where
you will go.

10/2/2023
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What is it

What it is not

* Provides a reminder (job aid) for
how to perform tasks that need September 2023
to occur during a packet field
deployment.

¢ Helps ensure task consistency,
completeness, and operational
alignment with SCCo RACES
policies and procedures.

¢ the only source of information on
which you should rely.

* an official SCCo RACES
deliverable.

Amateur Packet Radio
Field Reference, Type Il Amateur Packet Radio

Field Reference, Type Il

For SCCo RACES Responders

@

bt

20

Initial Setup — Scenario

e Upon arrival at your assignment, your supervisor explains that
someone from the local ham club tried to get the packet
station working. They were unsuccessful and had to leave.

* He takes you over to the hardware:

21
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No Problem! ... Right?

e But at some point ...

... especially when using someone else’s gear,
... you may face at least one of these problems

And problems are rare, especially for regular users

Use a logical process to find and resolve problems

e Assembling and configuring a packet station is simple

10/2/2023
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Verifying Packet Station Readiness

1. Connections
2. |Initial power-up
3. Equipment settings

4. Application settings

l_,

ASSESN

23

1. Connections

Fuse1

— Fusel = 1A (typical)

Power Supply
PC/Laptop TNC Radio
e Comm Port, or o Serial (or USB) cable

* Antenna coax connected

* USB port and a e Custom TNC/radio cable * Power cable, fused, to
USB-to-Serial adaptor * Power cable, fused, to power supply or battery
* Windows USB Driver power supply or battery — Fuse2 = 15-20A (typical)

24
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1. Connections — What You May See

Here is what you see when you find the hardware...
T e Ly

Do you
have an
adapter?

10/2/2023
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1. Connections — After Correct Assembly

You've straightened out the hardware and cabling
: = S = =TEr

26

2. Initial Power-up

Fuse1

Power Supply

PC/Laptop TNC Radio

* Laptop boots up * Apply power * Apply power

 Battery charged, or * Power LED lights up  Radio turns on correctly
power adaptor is
plugged in

27
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2. Initial Power-up - TNC

e |F: TNC power cable is plugged directly into a RigRunner

RiGrunner 4005

e AND: TNC's power light is on
— You may or may not notice that it appears a little dimmer than usual.

e BUT: No response from the TNC via a serial connection;
it behaves like it’s turned off.

ACES. Al i

10/2/2023
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2. Initial Power-up - TNC
e THEN: It probably IS off!
e Check the RigRunner. Is there a red light on behind the fuse?
— Replace the fuse
— RigRunner lights an LED behind the fuse when the fuse is burned out
— But the current needed to power the fuse LED is just barely enough to
light the power light on the TNC (dimly)!
e Or, try another port on the RigRunner.
— Your model may not have an LED light or it may not be working
e Or, try another power cord
¢ Avoid blowing a fuse:
— ALWAYS plug the power cord into the TNC first, then into the power
source.
— This avoids the chance of the TNC power connector plug tip touching the
TNC chassis, thereby shorting positive to ground, and blowing the fuse
29

3. Equipment settings

Fuse1 Fuse2
\ Power Supply \
PC/Laptop Settings TNC Settings Radio Settings
e Terminal Program: * Comm Port Settings  Correct frequency
Comm Port Setting — 9600 baud * No Tone
— ComPort #  Other KPC-3s default * No offset
— 9600 baud to 8-N-1 * Squelch open
— 8data bits e Carrier Detect settings * High power
~ No parity — INTFACETERMINAL  Correct side is selected
— 1stop bit — CD SOFTWARE for packet

— RTS/CTS flow control

oty ARESIRACES Al igts reserved

30
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3. Equipment settings — TNC

What could go wrong?

Meaning, what are the symptoms?
1. Can’t find the Com Port for my USB-Serial adaptor
TNC is stuck in Autobaud routine

When | type something, | see garbled text
Can’t communicate with the TNC
Wrong audio output level

oA N

If you are stuck here and cannot ‘talk’ to the TNC, do not even
try to proceed to the next step!

31

3. Equipment settings — TNC
USB-Serial adaptor problems/missing PC Com Port

‘ Most TNCs use: 9600 baud, 8-N-1, RTS/CTS

Outpost:
. Setup > Interfaces ... > [Choose TNC] > Comm Port
Windows:
5 Device setup for XSC_Kantronics_KPC3-Plus x
2 _
A Device Manager Ol 1ype | Prompts | TC cmds | intcmas  Comm Port | AGwPE | Teinet |
File Acion View Help Comm Port Seings Ipserial: _
| m @m Coompot [REE ] (£ Setup > Comm Port Settings
> Il Display adiapters o c e 3 Comm Port Setup x
& Firmuare
 Human Interface Devices 60 = | Fowcanl ot
B 108 AT contrllers e — e
3 Imaging devices . e o Ee
> 2 Keyboards @ ATSATS %500 S lcor e
@ Mice and other pointing devices Paty  [None 7]
= Monitors Conneclion rferences Flow Cortol
= Network acapters SopBis: [1 = Databits [5 = || ey
= NetvorkInfastructure Devices one
E i Paiy e =] || @ Arsncrs
_m S8 Seral Port (COM3) e —
PPt queues
[ Processors
> WY Security devices
B Software devices
L oK
& s L e =l

£ system dovices

S storage controllers ‘

o Careo

3. Equipment settings — TNC
KPC-3’s Autobaud Routine

¢ With everything properly connected and powered on, you might see this...

Eie Edt Sep oo Help

Disconnect A|A
FRESS (1) 1O SET BAUD RATER © CE fheleeeexa<oexcl cotncl st ea £ ~
PRESS (+) To SET BAUD RATER © CE $B€l €ECEEERuER<yEx<Ee] x<ze €30 3 31371

[PRESS (*) TO SET BAUD RATEb P +B€] eccececeeeExuex<OxaxAceex<] $x<] =€ €0) 3] ~~£]] 3] Ae£

eEss (+) To SET BAUD RATEL © C2 tbel ececeecesexicoex<] oxe ea

PREss (4) To SET BAUD RATER © CE $hel ceecexa<tex<leexe €2£0 3 34

PRESS (+) To SET BAUD RATEL P CZ $hel cececeecceexiel x<eeex<] s€-€0l 371

[PRESS (*) TO SET BAUD RATEb P CE iB€] €€€ce€eeceecexu<oex<] €o€x<] $x<€€<] x<=€ €3£0 3 3

PRESS (+) TO SET BAUD RATEL P CZ $bel €€eeeeeeeeeeeeeeexu<] €x<] oxe-el 3 A€t

sz (+) TO SET BAUD RATER P CZ $bel €ecceeexuex<yEx<ehex<Oxixieeex<] se-e] 371 “£11 AAeE

PRESS (*) TO SET BAUD RATEL P CZ $hel ecceeeexucx<yex<eel x<eeex<] v
Comnedtedto he TNG | Sefings: 960031 on Comm Por 10, 5TD TNG w1032

¢ This is the KPC-3 Autobaud routine that assures that the KPC-3 Plus baud is the same
as that for whatever communication software you are using.

e AUTOBAUD sends and resends the message “PRESS (*) TO SET BAUD” at one
baud after another.

¢ When the KPC-3 baud matches that of your terminal program, you can read the text.
* When the two bauds do not match, the message appears garbled, if it appears at all.

a Gara County ARESIRACES. Al ights reserved.

33
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3. Equipment settings — TNC
KPC-3’s Autobaud Routine

¢ WHEN does this occur:
— The first time your KPC-3 Plus is ever used (from the factory)
— Dead TNC memory battery
— User performs a hard reset with the RESTORE DEFAULT command

e HOW to fix:

— Get ready... when you clearly see the PRESS (*) TO SET BAUD RATE
text, immediately press the “*” key.

— Then, enter the following commands:

ENTER YOUR CALLSIGN=> W6XRL4 (your call sign or tactical call)
cmd: INTFACE TERMINAL (enables the full TNC command set)
cmd: CD SOFTWARE (TNC Carrier Detect is performed in

software; lets you keep the radio
squelch open)

10/2/2023
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3. Equipment settings — TNC

More on the TNC Carrier Detect command

* We recommend operating the packet station with the squelch
on the radio fully open (static/hiss all the time)
— Allows the TNC to receive the weakest of signals
— Unaffected by poorly chosen squelch level on the radio
e If squelch is open and the TNC’s “Receive” light is on all the
time, then the TNC'’s carrier detect mode is incorrectly set
o After setting cD SOFTWARE, the TNC's “Receive” light is only on
when packets are heard
e To do that for a Kantronics TNC, at the TNC Prompt, enter:
- cmd: CD SOFTWARE
— Carrier Detect performed by the TNC software, not squelch-dependent

— Other TNCs default to this option (Timewave) or have a different
command for this option; check your TNC manual

35

3. Equipment settings — TNC

Some more on the Intface Terminal command

Full Command Set

e After a hard reset, the Kantronics TNC puts you in NEWUSER mode.

o NEWUSER mode allows only the most basic commands. As a result,
you might see this:

Ipserial with Outpost
Ele Edt Iods bebp

s iy

Oops, Wrong mode |

cmdicd softvare
Command not available in NEWUSER mode
ema|

Connectedtothe TNC | Setings: S600.N,5,1 on Comm Port 2. 000017

To fix, at the cmd: prompt, you type:
cmd: INTFACE TERMINAL (allows all commands)
cmd: CD SOFTWARE

¢ Now, the RCV light only lights when the TNC hears packets

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved.
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3. Equipment settings — TNC
Garbled text BB pseria win Outoon
Fw:‘s:::m:ﬂun Tools Help

¢ What you see:

HEG%R: 18g; (OgmA_P1110 y4eyevysye

— Press a key, see garbled text.

WHEN does this occur:

— TNC previously worked great!

— But someone changed the
program’s baud rate

Connectedo the TNC @; 2400.8,1 on Jomm Port 10, STD TN

HOW to fix:
1. TNC baud is likely 9600 -
Ble fdt Sewp Took el
2. Change the program baud Disconned |
Setup > Com Port Settings, B R+ TBg7 (SgmA_F 111 J99997yY Y054 rryTRHONITOR OF
change baud to 9600... -
3. Disconnect, Reconnect, press ;”3‘1
any key.

4. Try other baud rates if this
does not fix it.

Gonnecteatome THG | Biings: 9600,N.8.1 o) omm Port 10,5TD THG
e——

10/2/2023
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3.

Equipment settings — TNC

Can’t communicate at all with the TNC (#1)

What you see:

— TNC previously worked great!

— The cable, USB drivers, and power are good, and no blown fuse
— But Press any key and | get no reply

¢ WHEN might this occur: "’“‘°“" -
up | Tools Help
— Someone or some program Discomnedt | | GetCom Port Setngsfrom Outpost
put the TNC in KISS mode centers e
antronics.
e HOW to fix: Kantronics Host Off
1. Start Ipserial kaNTRONICA e
2. Verify the TNC Com Port (C) COPYR]  PacCommiis O e, AL R
and baud rate DUPLICATIC v utpst Dt ity 0N OF KANT
3. Verify Com Port Connect, then || e
4. Tools > Kantronics Kiss Off
5. TNCis restored to TERMINAL
mode eomectatomeic ) setings 95008.1on Camm port 10, STD I
3. Equipment settings — TNC

Can’t communicate with the TNC (#2)

If you have a USB-Serial Adaptor, it is likely

Windows Device Manager is next.

to be a problem with the USB-Serial Adaptor Driver.

Device Manager is a Microsoft Windows O/S tool.

It allows users to view and control the hardware attached to the
computer.

When a piece of hardware is not working, the offending hardware is
highlighted for the user to deal with.

To run Device Manager...
1. Press Windows key + R key together to open a Run box.
2. Type devmgmt.msc, press OK. Device Manager opens.

3. Or, enter device manager in the Windows Search field on the task
bar... Device Manager opens.

39
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Windows Device Manager
Can’t communicate with the TR - - Ve "
File Action View Help hand L Deviom b e =
‘ e B e [TEem  Deesbycmedon
e Find and expand the — s e
) A o 0l e by e
Ports (COM & LPT) dialog. | gaierm =™ 2o sy cmecen
) 5 Computer 3 Disg [¥] show hidden devices
e Don’tseeit? Then check: — Dikdrves Sow
[l Display adapters W Fi | Customize-
— USB-Serial connector is ifv‘m ROM detves & Human inteface Devices
- D iraging deskis
attached to the PC B Human nterace Deice| 53 Kaphonnds
3 imoging devics [ ——
— For KPC3+ USB, make sure N ::v"““':s N 3 Monitors
i ice and other pointing & Network adaper
KPC3 is powered on g Monitors - ¥ Oerdee
ook £ uss-seRt
. B Portable Devices B Portable Devices
Also, try = it * 8@ rowtcomasn
Vi . . 2 printers Arduino Uno (COM4)
View > Show hidden devices Ol Processors EIMA Virus! Seral Port (COM10)
Y Security devices 7 Keyspan USB Serial Port (COM7)
4 li “omm Port (COMS)
1 Softvre devices Prlfic US-to-Serl Comm Port COM9)
i Sound,video and game { USB Serial Port (COM3)
S storage controllers USB Serial Port (COME)
= System devices USB Serial Port (COM8)
§ Univesa et Buscon] 220 i e
@ Ul Sl s e o e
7 WSD Print Provider  Displays legacy devices a
RESIRACES. Al Zhil

40

Windows Device Manager
Can’t communicate with the TNC

B Portable Devices

'.. Keyspan USB Serial Port (COM7)

2 Print queues

v R? Other devices

1. Find and expand Ports (COM & LPT) dialog.
2. You should see something like this...

~ @ Ports (COM & LPT) ..Of...

3. You do not want to see anything like this...

Fi USB-SER! =OFe @ Ports (COM & LPT)
@ portable Devices W PL2303HXA PHASED OUT SINCE 2012
= Print queues ™ Print queues

11 These are not all the problems you might see.

B Portable Devices
v @ Ports (COM & LPT)
## USB Serial Port (COM3)

= Print queues

B Portable Devices

10/2/2023
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Yes, you have a problem...
Can’t communicate with the TNC

1. Review the SCCo RACES USB-to-Se!
2. Post your problem or questions to

this problem before.

4. Buy yourself a new USB-Serial Ada

nty ARESIRACES. Al rights reserved.

e Troubleshooting USB-Serial driver problems is a
class by itself... we do not have time to cover it here.

e However, here are 5 (not all) things you can do:
> AX.25 over VHF > Equipment and Software > USB-to-Serial Adapter
there are SCC RACES packet ops who have encountered and solved

3. If you know the USB-Serial adaptor chipset, try searching,
downloading, and installing its Windows driver.

build confidence with it, put it in your packet kit, and deploy with it.

5. Lastly, if you have a bunch of old, unknown, or confirmed non-
working USB-Serial Adaptors in your junk box, then throw them out
NOW and save yourself from future headaches.

now what?

rial Adapter page... Data Networking

the packet email list. It is likely

ptor, then label it, practice with it,

42
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3. Equipment settings — TNC

Wrong audio output level

The TNC sets the audio output level (transmit drive audio) to your radio.

The transmit drive level can be set from the command line, but it implies
you know to what value it should be set.

While calibrating the drive level is beyond the scope of this course, being
able to view and set a previously determined value is in scope.

* To view the currently set transmit drive level:

cmd : XMITLVL (xM for short command)
XMITLVL 100 (displays the value. Default=100, range is O to 255)
¢ To set the transmit drive level: m
cmd :XMITLVL 180 (example) file fdt Sewp Jook Mep
XMITLVL was 100 i i

oLy

¢ Most packet station owners will have the | foarues
XMITLVL written down. If you cannot find
it, see your Shift Supervisor.

10/2/2023
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3. Equipment settings — Radio Frequency

e Use the correct frequency for your primary or secondary BBS

Call Sign | AX.25 |UserAccess BBS-BBS | Location

WIXSC |W1XSC-1 | 145.750, 223 620, 433 570 Santa Clara Co Office Bldg (San Jose)
W2XSC | W2XSC-1 | 145.730, 223 560, 433 590 Crystal Peak (South County)

W3XSC | W3XSC-1 | 144.310, 223 540, 433.450 Palo Alto

W4XSC | WAXSC-1 | 145690, 223 600%, 433.550 | 223600 | Frazier Peak (above Milpitas)

http:/Awww. fi .html

e The same information is available as a packet notice

O e OBt VIPUROSEPRE e s S B ey

BBS-B3S Forwarding

s should be limited to {
T B85z will be significant.

PO

3. Equipment settings — Radio Settings

e Everything is now on. You are supposed to use the W2XSC
BBS. But no packets are heard.

Voice side is set for
transmit

g

o : g I
Varies with radio S &
settings &0

Frequency is
incorrect

45
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3. Equipment settings — Radio Settings

e You change the radio settings
— High Power
— Correct Frequency

— Squelch is open (BUSY)

* Some radios “force” packet to a particular side

10/2/2023

— Correct side is set for packet (dual rcv/xmt radios, only)

46

4. Application settings

=]
——

T

= =

. . % Fuse1 Fuse2

\ Power Supply |

Application Settings
o Station ID

e Tactical Call

* PCTime

* BBS

* TNC

* Other Outpost configurations

ACES. Al rights re

47

Starting Outpost > Station ID

* You get to the Outpost Station ID screen....

13 Station ID is WEXRL4 as XNDEOC

dentiication | BBS Logins | Signatures

Current Profile: [Outpost
L

User CallSign: NEXRLA

name, initials?
Message ID Pref [ (3 Charcters mas) 2
N\ Tactical

Is this your call sign,
UserName: [Horman tunster

Have you been ¥ Use Tactical Call for all BBS interaction
assigned a tactical

Tecicd Cal Sign: [{NDEOG

I sign? AddonaID Tet: [Xanadu €0

call sign' Delete
—g\/ Message ID Prefi: [N (3 Charactess mas)

¥ Show this form on startup

48

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved
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Outpost PC Time Check

I pC Time Check v3.5.0

Your PC's current time

Is the date and

Monday, 19-Sep-2022 [ 11:37:38 .
time correct?

Ifthe Date or Time is incorrect, then press Update and

setthe correct date and time for your PC.
| close

Correct date and time is important!
It will be used in a variety of places.
Verify each time you start up.

49

Checking the BBS and TNC settings

4 Outpost Packet Message Manager

File Edit Setup Tools Forms Actions Help

New | | senaReceive | profie: [Gutpost -

InTray [uTTpe From 1o [e8s [LocallD | Subject | DaterTime | _Size |

tems:0 Uniead 0 | WEXFL4 asXNDEOC - SC_W3HSC-1 - XSC_Kenwood_TM-D7104 (Comd) 000000 | 16,0841

| ... but you were assigned to W2XSC | | ... and you have a KPC-3+ TNC |

o After setting the BBS and TNC, we are ready to go.

4 Outpost Packet Message Manager

File Edit Setup Tools Forms Actions Help

New | | senaReceive | profie: [Gutpost -

In Tray IME™ From [To [eBs [Localio | subject [ DaterTime | _Size |
Out Tray

tems:0 Uniead 0 | WEXPL4 asXNDEOC - XSC_W2XSC-1 - XSC_Kentrorics_KPC3Phs (Comd)

000000160342

Copyrignt 2023 Santa Ciara County ARESIRACES. Al fghts reserve

50

Best Test? — Press Send/Receive

i
| File Edt Setup Tools Forms Actions Help

New | Open | archive | Delste | Print{| senaRecene
I inTray I Ul Twe [Fom — [To BBS ?

S|

[PaCTIME was OFF &
cnd: STREAMEV OFF
STREAMEV was OFF

You are talking to the TNC! (cnd: STREAMSW $00
TNC prompt = cmd: Frveans vas $7¢ (1D

fcmd:connect W2xsc-1

jcmd: ¥** CONNECTED to W2xSC-1
[INOS-2.0k.1.XsC.1-IHMS]

ou have 0 messages.

You are talking to the BBS! ‘arid
JNOS BBS prompt = >’ #0) > 1
A XSCPERM v
Relrovng Message Lis w0

51

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved. 17



Packet Operator Type Ill Part B

10/2/2023

Where should | connect?

SELECTING A BBS TO USE

Selecting a BBS

Santa Clara County ARES/RACES operates six BBSs
— FCC Call Signs: W1XSC, W2XSC, W3XSC, W4XSC, W5XSC, WEXSC

All six are identical in function but operate independently to
maximize survivability during disasters

All six have appropriate addresses for AX.25 packet radio, the
Internet, AMPRnet, BBS Network and NetROM

Call Sign ‘ AX.25 |Interne/AMPRnet BBS Network ‘ NET/ROM Alias
WIXSC |W1XSC-1 | wixsc.amprorg | wlxsc.#nca.ca.usa.noam XSCBB1

This information
is also available

W2XSC | W2XSC-1 | w2xsc.amprorg | w2xsc.#nca.ca.usa.noam XSCBB2

W3XSC | W3XSC-1 | w3xsc.amprorg | w3xsc.#nca.ca.usa.noam XSCBB3

as a packet
notice in the
xscperm area

WAXSC | WAXSC-1 | wdxsc.amprorg | wdxsc#nca.ca.usa.noam XSCBB4

W5XSC | W5XSC-1 | wbSxsc.ampr.org | wSxsc.#nca.ca.usa.noam XSCBBS

WBXSC | WEXSC-1 | wéxsc.ampr.org | wéxsc.#nca.ca.usa.noam XSCBB6

https://www.: ares-| fregs.html

2023 Sarta Clara County ARESIRACES. Al rigits reserved.

Selecting a BBS

e Each city/agency has a “primary” and “secondary” BBS
— Minimizes hidden nodes

— Distributes load on our radio channels
— Eliminates BBS-to-BBS forwarding for messages within a single agency

— Makes it easy to know where to send messages

|# | Agency Prefix | Primary BBS Secondary BBS
Santa Clara County Cities and Agencies
1 | Amencan Red Cross ARC WIXSC WAXSC
| 2| CAL FIRE VIPs - Santa Clara Unit | SCU W2XSC WIXSC - )
T This information
3 | Campbetl, City of CBL WIXSC WAXSC + .
is also available
4 | Gupertino, City of cup WIXSC WAXSC
1 as a packet
5 | Gilroy, City of GIL W2XSC WIXSC . .
- - notice in the
6 | Hospitals (all SCCo) & MHJOC HOS ‘WIXSC WIXSC
i - T xscperm area
T | Loma Prneta Region | MP W2XSC WIXSC
6 Los Altos, City of [Los WIXSC WIXSC

https://www.scc-ares-races.org/freqs/packet-fregs.html

2023 Santa Clara County ARESIRACES. Al igts resen

54

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved.
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Selecting a BBS

e Connect to the primary BBS whenever possible
e Otherwise, connect to your secondary BBS
e Otherwise, connect to whatever BBS you can reach
e Access frequencies
— EOCs should use 1.25m (220) whenever possible, because ...
— Most individual users will be on 2m or 440
e Action Items

— Print out and keep a copy of the Packet Frequencies and BBS Listing
page in your go kit (maps cities to Tactical Calls to BBSs)

— Keep a copy of the equivalent packet notices in an Outpost folder
— Know your own primary and secondary BBS call signs!

10/2/2023

55

BBS Connect Names for AX.25 Packet Radio

Call Sign| AX.25 |UserAccess BBS-BBS | Location

WIXSC | WIXSC-1 145750, 223 620, 433.570 Santa Clara Co Office Bldg (San Jose)
W2XSC | W2XSC-1 145730, 223 560, 433.590 Crystal Peak (South County)

W3XSC | W3XSC-1 144310, 223 540, 433 450 Palo Alto

W4XSC | WAXSC-1 ||145.690, 223 600%, 433550 | 223.600 || Frazier Peak (above Milpitas)

wsxsc | wsxsc-1 |varies varies Training, events, backup

wexsc |wexsc-1 |varies varies Testing, backup

https://www.scc-ares-races.org/fregs/packet-freqs.html

The AX.25 protocol uses an SSID (Secondary Station |Dentifier):
« The “-1” following the call sign... W1XSC-1
+ Allows more than one device, or more than one service on a device, to
use the same FCC call sign on the same frequency
The BBS mailbox function on all SCCo BBSs uses an SSID of 1
To connect to your mailbox on an SCCo BBS using AX.25 packet radio, you
connect to:
W1XSC-1, W2XSC-1, W3XSC-1, W4XSC-1, W5XSC-1 or WEXSC-1

56

Selecting a BBS in Outpost

4 BBS setup for XSC_WIXSCL

e Setup > BBS...
Name | Frompts | Commands | It Commands| Path |
¢ The SCCo Installer includes T
setups for all SCCo BBSs y]ﬁjh}
e All SCCo-supplied setup _— o
! L T p—
names start with “XSC_" M
- Santa Clara County ARES/RACES Packet -
e For the W1XSC BBS, you will _— Pissbyreoritetichsa
BES Type
connect to W1XSC-1 (& Let Dutpost dstemins the BES and sstup the prompls

 User defines the BBS prompls

Then tune your radio to Non{dentiting BBSs

(" AA4RE BBS
proper frequency from your (" AA4RE BBS with Tactical Call Customization
BBS frequency list TNG Name:

etiial THE | [XSC_Kantronics_KPG3-Plus

oK. Apply

57

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved.
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CONNECTING TO YOUR MAILBOX

58

Call Sign Determines “Login” and Mailbox

Setup > Station ID ...

e BBS “logins” are based on the call sigh pFEE=TETTETS
used by the connecting station 1genitication | B8S Logins | Signatures | i
— Defined by the TNC's “mycall” setting
— Outpost sets this automatically based on

Current Profile: [Oulpost 9
Legsl

information in Setup > Station ID... UseCalSin [WoxRLa |
UserName: [{erman Wunster 1
Mes30¢ 1D Prefic ﬂthaada;maxv
e The call sign can be either an FCC or Tacidl 1
. . ¥ Use Tactical Call foe s BBS intesaction
tactical call sign

TecicdCaiSgn [ffDESC §
— FCCcall sign: W6XRL4 (Herman Munster) ukdiionalID Text: fynady EOC

v Tactical call sign: XNDEOC (Xanadu EOC) o A T e
v' Additional ID Text: where you are located

v Message |D Prefix: unique identifier e [

NOW ALSO REQUIRED!

59

Tactical Call Signs

o Tactical call signs must be pre-defined before use

— Your City/Agency EC/AEC can request tactical call signs as needed
https://www.scc-ares-races.org > Packet BBS > How to Request Tactical Calls

e You can connect to any SCCo BBS using any valid tactical call
sign, but:

— You should only do so when assigned by your city/agency
— You should use the primary BBS for your agency
— You should only use another BBS if authorized by your city/agency

60
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CHECK IN

CHECK OUT

CHECK-IN/OUT MESSAGES

10/2/2023

61

Check-In/Out Messages

e Properly formatted Check-In/Out messages are important
— Recipient can easily find them among other messages in the In Tray
— They inform the EOC or other “net control” which stations are ready
— They are part of DSW supervision

e General rules during field assignments
— Check in and out using your assigned Tactical Call, not your FCC call

— Check-in as soon as the station is ready
— Check-out before shutting down the station using your Tactical Call
— Always send as plain text messages
— Always use [HandlingOrder] =“_R_"
* Handling Order = R (Routine)
— Always follow the standard subject line format
* With specific check-in/out details for subject and message body

62

Check-In/Out: PackltForms

e PackltForms includes a Check-In/Out message form
— Option for both check-in and check-out messages

— Handles FCC call signs and Tactical Calls

— Correctly formats the subject line and message body

‘Submit to Outpost | Submit via Emas | eset Form

Messsge e p33-377Ie

Yo ol i

[jemEocgwiree
[FST:7772P_ R Checkin DIDFST, Tanad Staton 1

s
Hezman

1, xanads savice 3
anscas

e el o™ e P

63

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved.
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Practice: Weekly SPECS/SVECS Nets \6@

¢ What's new!

— There are no longer scheduled rotating BBS outages

— You do not have to create your own message content.

— You will send a message form that is virtually handed to
you by viewing it on the instructions page.

— Visit scc-ares-races.org/pacpractice to get instructions!
¢ To participate:

— Check in any time during the week before 19:00 on the
day of the net

— The instructions are different each week
— Software will test your check-in for accuracy

64

CREATING A MESSAGE

65

Creating Messages with Outpost

tessage Manager

_Setup Toots Forms Actions _Hel

v
et | Dotets | o | Searn | Swnartecave | Pro

e Start a new message:
— Press New

T
- ill i ini i 8
Fill in all remaining fields & o "
* Multiple source options B mmemc GorcRM wisor ses S
. B XSCROC. XSCPERM 6PE-2.. SCC)
— Free-form plain text L B nsceoc XSCPERM -1 6PE2._SCe]
* Supports TAB characters, 1 "x[u Fopup Mens
reducing the character count

Send | _pont | Sam | el Cione | | m B w1s] 5

Bl P d
— Cutand Paste from other ok
N e [fSET
apps, like Word, Excel o [0S

— File > Open a File, then
choose a .csv file

Import text files directly into
the message form

* Press Send
— Message goes to Out Tray

Copyright 2023 Santa Clara Courty ARESIRACES. Al ights reserved
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Sovpee. (1013637

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved. 22
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Outpost Message Window Details

Donut Request - Packel

Autofilled
from Tools > Actions  Window Help  Popup Menu

Report Settings > 1 l =1
e Visg Number | Print | save |Detete| ciose | urg| pvt|mui|nts| g[a a _AJ
vate Message

i ]\WXSC—1 — from Setup > BBS
FroX |WBXRL4 ;{ Autofilled from Setup > Station ID

To.. Wendeoc@w2xsc.ampr.org 4—‘ Filled in by you ‘
Subject: [XND-1363P_R_JellyDonut Request <—{ Filled in by you or autofilled by PackltForms \

Please pick up 1 dozen jelly donuts.
Thanks.
Hermar| Filled in by you or autofilled by PackltForms ‘

53

67

Message Prioritization

* Prioritize according to handling order, then date/time
— Handling order: Immediate, Priority, Routine

— Use Date/Time to prioritize between same handling order
— Ultimately, the served agency decides the order

Santa Clara County EOC Resource Request Form 213RR bt

Message Numbers: | Origin: F51-1779¢ Destination
Date: e9/19/2022  Time: 19:a4 Handling: O Immediate (ASAP) () Priority (<1 1) (@ Routine (<2 hrs)
ICS Position: Planning Section ICS Position:

—
e e —

Name:

1+ Location: County EoC

zoam

© Name:

= abaciidns

Standard Packet Subject Line

[OriginatorMsg#]_[HandlingOrder]_[Subject]

Example: XND-200P_R_Packet 3B Class Exercise Instructions

[OriginatorMsgit] [HandlingOrder]

* 3-character message prefix for the * 1-letter indicator as follows:
originator, a hyphen, followed by a * | =Immediate
message number. * P =Priority

* Outpost adds a P suffix if it * R =Routine
generates the message number

[Subject]

* Short description of the contents
of the message

* Autofilled by PackltForms or
entered by you

NOTE on Immediate mes:
Immediate messages are usually are sent
by voice. But, if an Immediate has to

be sent via packet, send it PLUS send/receive asap, and also contact the TO: party by
a voice net (e.g. command net, message net) to let them know an Immediate
message is coming their way by packet.

Copyrigh 2023 Santa Clara Counly ARESIRACES. Al rights reserved 59
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Why The Subject Line Matters

e The receiving station must process messages according to
handling order, then date/time
— Must be able to easily scan the subject lines

e Which is most important? What is handling order?

| subject
PTS-834P Urgent: Need bulldozer
PTS-835P Water distribution
PTS-836P Barricades

e How about now?

T - -

I Subject / Even a large In Tray is easily scanned
PTS-834p_P_Wrgent: Need bulldozer
PTS-835p_P_\Vater distribution
PTS-836f_|_Brricades

RACES. Al rghts e

70

PackltForms

| St i e || et o [ e Son et e |

e e e o W RN ]

MESSAGE FORM oo : p— )
5250165 Submit o Outpost subitvia e [ st rom | v e [ e e
gy =T e e T e b T
1 s | oo™ Santa Clara O Jurisdiction Status et sy
© o |3 | s )
ot e e | st ] et e | e o [ [ o e
e L pebesent 7 Santa Clara OA Shetter Status et s
s i © | ] s ] et e e e ——1
neetel | ™" Allied Health Status Report Short Form ogoca) Ve F 2
St (€ | s ] st ] e e = &
Frnne metvee |7 Santa Clara County RAGES - Mutual Ald Request —

71

Creating a PackltForms

e Select the form on Outpost’s Forms drop down menu
— Default web browser will start

— Form will be displayed with fields to be completed
— Note the items highlighted in RED... these are all required fields.

File Edt Sctup Tools | Foms s Help

Hew | 15308 Communcaion Log e

= XSC Check-in/Out Message
XSG ICS-21 Message
nTr Tioe b
vt BIOT croe [tocallD | Subpeet
OutTray 50 O
Sumit to Outpout | Submut via tmasl [ aeser Form | snow roe .
e o ot s | St o ] v | s voe i Y
Sentlsgs SSCal
MESSAGE FORM R =
Archive XSCRA  5CCoICS Form 213@INO202Y)  PF 23 s e b o}
Dranusgs Geresic| 00"
e
Deintea "o
I
13 Poatton: * ]
SCC Nobces [ |
i} toveton
| T
st ]
= S B

72
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Address it to whom?

— Handling Order
— To Location
— To ICS Position

® SCCo ARES/RACES Recommended Form Routing Cheat Sheet
e PackltForms now auto-fills most forms with the

Form Type [ Handling

[ To Location **
General EOC

[ To ICS Position **

1C5-213 Message Form Author defined Author defined

Author defined

1 “Priority” (Field 11) is: | Then “Handling” is:
Immediate (ASAP)
Immediate (ASAP) County EOC
Medium (512 hrs) | Priority (<1 hr)
Low (12+ hrs) | Routine (<2 hrs)

H

EOC-213RR Resource Request High (04 hrs)

Planning Section

A Jurisdiction Status Immediate (ASAP) County EOC

Situation Analysis Unit
Else: Planning Section

For city-managed:

y ARESIRACES Al e reseried

City EOC Mass Care and Shelter Unit
O sheltrstatus prory (<1 ) rorcolVEOC . | le: Coreand Shelter ranch
Or Co ST Else: Operations Section
County EOC
https://www.scc-ares-races.org/ > Forms & Signs > Go Kit Forms

10/2/2023
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Submit the PackItForm to Outpost

e Operator info is filled in automatically

— Operator call sign and name

— “Sent” by “Packet”

— Date and Time (when Submit button is pressed)
Click the Submit button to send to Outpost

| 1) via Email|  Reset Form | Show PDF |

MESSAGE FORM Origin bsg #: 7 Fs1-1760¢ Destination Msg #: *
SCCe ICS Form 213 (01/18/2022) PIF22
Date ': Time (2h) Handiing * - ) Immediate (xs4P) O Priority (<t i) ® Routine (2]
9/1872602 28:13 This message requests youto f ;
Take Action: () Yes No
peaels s gl
& ~Gpera — P
Operator Use Only:
Emnﬂmweﬂ or Sent ® Operator Call Sign:  WexRLA
Telephone Dispatch Center Operator Name:  Herman Munster
EOC Radio FAX Courier
Amateur Radio © Other: packet Date:  {{date}} Time: {{time}}
2
Submission Successful
e Form is transferred to Outpost; OK to close this form
C @ QO D 127004
The message has been submitted to Outpost. You can close this page.
MESSAGE FORM Origin Msg #: ? FS1-17807 Destination Msg #: 7
SCCo ICS Form 213 (01/19/2022) PIF22
Date ' : Time (24m0) © Handling ®* - O Immediate (2347 O Priority (<1 ) ® Routine (<2
e9/19/2022 26:13 This message requests you to #
Take Action: ) Yes O No
Reply: O Yes, by O Ne
1CS Position: ! Planming 1C$ Position: © Radio Operator
T Location: 9 Xanadu EOC R Location: ? Xanadu Station 1
e — .

75
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Message Progression

Did you see what happened?

¢ Incomplete Message;
controls are grayed out,
required fields in Red,
gray banner

10/2/2023

¢ Complete Message; |
controls are enabled, > > e
ready to send, s eatse S i
green banner. i

* Submitted Message;
controls are removed; : ST
- T Sy W ——
displayed success status,

MESSAGE FORM * frsian Oessraton usg &
purple banner. o o R alekiiing -
S Ve i o Py § R

76

Error During Submission

Eile Edit View

Problem

< C  ® 127.00.1:60300/sub

wo»

A Something went wrong.

This information might help resolve the problem:

Opdirect isn't running, it appears.

Error: connect ECONNREFUSED 127.0.0.1:9334
{"method":"POST","host":"127.0.0.1","port":9334,"path:"/TBD"}
{"addon_name":"SCCoPIFO", "addon _version":"2.17", "message_status":"new",
“"MSG_NUMBER":"XND-1194P", "operator_call_sign":"W6XRL4", "operator_name":"Herman
Munster", "ADDON_MSG_TYPE":"form-ics213 html",
"SETUP_BBS_CONNECT NAME":"WIXSC-1", "emailURL":"/email-3"
“submitURL":"/submit-3", "saveURL":"/save-3", "subject":"XND-1193P_R_ICS213_jhg"}
log file C:\PackItForms\Outpost\SCCo\logs\2019-09-05-server-60300.log

Correcting Submission Errors

Windows Taskbar

e Is Opdirect running?

— Opdirect interfaces PackltForms to Outpost

Airect EVS V3 6 <001
ofie “Outpost
[tarting up logeng.. passed!
/sRU0001: Ready, istening on Port 9334

SRV, Srver ey

* Solution —
— In Outpost: Tools > Message Settings, Adv Tab;
M Automatically Start Opdirect...
— Restart Outpost. Verify Opdirect is running
— Press “Back” on web browser
— Click “Submit” button again
o

023 Santa Clara County ARESIRACES. Al igh

78
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Enter the “To” Address

PM354)

e An OUtpOSt message File Edit Actions Window Help PopupMenu

window appears, Pivate Message

Send | _print | Save | Detete| Close | urg| vt u[nte [ 3| a|A

Bbs: [WiXSC1

containing a condensed From: [fiDFST

and formatted message i

Subject. |FS1-1780P_R_ICS213_Replacement Generator
e Subject lineis correctly |z

47: formics213.heml
i seeaes
formatted Msge; [FS1-17808)

[09/18/2022]

e Enter the “To:” address S
(Logiseste)
— More on this in a bit! e

o Click “Send”

: [Generator has failed. Need a replacement of at least S
KW as soon as possible.]

Rec-Sent: [sender]

OpCall: [WEXRL

OpName: [Herman Munster]

Metnod: [Other]

Other: [Packet]

Opbate: [09/18/2022]

OpTime: [20:47]

DON

‘Subject ine and message text ields are locked 463

10/2/2023

Copyrignt 2023 Santa Ciara County ARESIRACES_ Al fghts reserved.
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Press Send/Receive

e Message is in the Out Tray
e Press “Send/Receive”
* Messages will be sent if...
¢ message is from the currently configured user (Setup > Station ID), and

* message is being sent to the currently configured BBS (Setup > BBS), and
* message is not a DRAFT message

[ Outpost Packet Message Manager

Fie E# Setup Jook Forms Acons Help
tew | Open | Acnwe | Osiets | prot | searen | senamacene || prome: | EEFEET =

InTray
Out Tray

opyright 2023 Sarta Clara County ARESIRACES. Al fights reserved
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Delivery Receipts -ﬂfﬂ—i’i\"“]

* Message Recipient
— When you receive a message, Outpost generates a delivery receipt

— Receipts are sent during the same Send/Receive session that retrieved the
message

* Message Originator
— Receives receipt with Subject line: “DELIVERED: <original subject>"
— Message contents: the date and time downloaded by Outpost by recipient
— Eliminates the need to ask “Did you get my packet message?”

B ocveReD: 51 1 S —
Fle_Edt_View Acions Windows Help
prn | Rely Fowara | Arcnve] Delet | Ciose AlA

Proats Message

aus Wixsca Rect: 9920221920 Sent 9192022 1924
from  XNDEOC@WHscamprorg

o XNDFS1@whiscamprorg
St DELIVERED: FS1.1780P_R_ICS213_ Replacement Generator

121

Copyright 2023 Santa Clara Counly ARESIRACES. Al rights reserved.
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ADDRESSING RECAP

10/2/2023
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Top 5 Addressing Take-aways

Addresses within the SCCo packet network use the standard Internet-style
username@domain address format : usercall@bbscall.ampr.org
examples: W6XRLA@w2xsc.ampr.org
XNDEOC®@w4xsc.ampr.org
Three different addressing formats for sending messages:
To: W6XRL4@w2xsc.ampr.org ... Full address always works!
To: W6XRL4@w2xsc ... At least always add the bbscall sign
To: W6XRL4 ... Do not use this shortcut
Always send to the user’s Primary BBS, unless
a) that BBS is down (then, use their Secondary BBS), or
b) that user cannot reach his/her primary BBS (bad location), or
c) you are told to use a different BBS
When sending from email to a packet address, send as a plain text e-mail

Read and understand the Packet Network Addressing Guide!
http://www.scc-ares-races.org/data/packet/packet-addressing.html

83

Complete Addressing Guide Available Online

Saria Clara County ARES/RACES

a0 seterves 16,2022

Quick Reference Packet Network Addressing

Network Types
Table of Contents

Sending Private Messages
— Within our network

— To other networks

— From other networks

Sending NTS Traffic
Sending Notices
Sending Bulletins

hitps://www.sc races. .html

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved.
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Distributing network-wide messages

NOTICES AND BULLETINS

10/2/2023

85

Bdp

¢ Bulletins are messages intended for a broad audience
— They are a great way to get information out to everyone
— Better than a mailing list; no need to know all the desired addresses
— When configured, Outpost will take care of retrieving them for you

¢ The SCCo BBSs support two types of bulletins
— SCC Notices are a special type of bulletin specific to Santa Clara County BBSs
* Only distributed to SCCo BBSs (W*XSC)
* Simple to address
* SCCo uses 3 special Notice categories
— General bulletins are used for wider (local to worldwide) distribution
* Organized by general categories (e.g.: “equake”, “ARES”), and
* Distribution 1D defining how widely it is distributed (e.g.: “XSC”, “BAY”, “NCA”, etc.).
* Outside the scope of this class (will cover in the Packet Type 2 Class!)
* Regardless of the bulletin type, when configured in Outpost, they will
automatically be downloaded

Notices and Bulletins: Overview

86

SCCo Notice Areas NO TICE

e SCCo ARES/RACES has four special notice categories:
— xscperm
* Used for notices that do not expire
* examples: standard county procedures
— xscevent
* Notices posted here automatically expire after8—da¥_s
* examples: Drills, public service events, incidents, other activations
— xsctest
— allxsc
* Where you can write city and jurisdiction notes
* Notices posted here automatically expire after 8 days
——
e Advantages
— Limits on-air time required to check bulletins
— Focuses readership so important information is not missed
— Outpost only downloads a notice once

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved.
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Outpost is Pre-Configured for SCCo Notices

e The SCCo Packet Installer
pre-configures Outpost to
download SCCo notices

— XSCPERM
— XSCEVENT

e |n Outpost:

— Setup > BBS, Retrieving Tab
— Check “Retrieve Bulletins”
— Check “Custom Retrieval”
— Custom Retrieval:

B 655 setup for XSC WKSC-1

Name | Prompts| Commands | Init Commands ~ Retrieving | Patn|

Retrieve these Messages

¥ Retrieve Private Messages 7 Sk
I Refieve NTS Messages [~ Skip Bulletins that send
r Keep messages on BBS; do

¥ Retrieve Bulletins’
e not delete after retrieving

© Selected Bulletins. /7
ast
CustomRetrieval [ xscpemM
Enter as a listof LA
JNOSBBS Areaand |3 xscEVENT
Ustcommands [ A\

A XSCPERM (Area) oK Apply Cancel
LA (List All)
A XSCEVENT (Area)
LA ist All)
A (area)
LA (List All)
88
Using City Bulletins
Setup R

e Setup > BBS > Retrieving

(ex: “XND”, “SIC”, “MTV", etc.)
NOTE: only one City entry is allowed.

Create, send a city bulletin
e Start a new message

o Click the “Bul” button
e Address it to “xnd@xsc”
e Enter your message and click Send

e Addressing it to @xsc distributes
to all XSC (Santa Clara County) BBSs.

See the details here...

https://www.scc-ares-races.org/data/packet/packet-addressing.html#bull-cit

B Area and List

la xscEvenT

- . & RitRec
¢ Change to your city’s three charprﬂj > xup

BB D-759 R Donuts deliveied - -

File £t Actigguee o 7
Prnt | Save |Daiete| Close | wro| Pv B

Bulletin Message

sta. [WEXSC-1
00

T

Sebet. [XND-759P_R_Donuts deliered

e
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EVENT DOCUMENTATION
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Accuracy and Completeness

Excerpts from the FEMA | Office of Inspector General report titled “Summary
of Key Findings of Fiscal Year 2016 FEMA Disaster Grant and Audits”

— “Over the 7-year period, FYs 2009 to 2015, we found $1.64 billion, or 15
percent, in questioned costs out of the $10.9 billion that we audited, which we
recommended FEMA disallow as ineligible and unsupported costs.”

— “In fiscal year 2016, we found $155.6 million, or 23 percent, in questioned
costs out of the 5686 million that we audited, which we recommended FEMA
disallow as ineligible and unsupported costs.”

In cases where FEMA payments were made and claims later disallowed,
recipients were required to repay these payments, with audits sometimes
taking place years later.

Because our documentation could be a used as part of the City’s justification
for either an expense reimbursement or cost recovery request, ensuring the
accuracy and completeness of what we submit is critical.

10/2/2023
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Archiving event documentation
Introduction

e The job is not done until the paperwork is complete... and
submitted.

— Every scrap of paper used during an activation is part of the event or
incident and goes to the Documentation Unit (or your Supervisor)

¢ It must be legible (print)
* Use one side only
— These are legal documents that may be needed to defend decisions
— Most of this documentation is ‘discoverable”
— Ifitis not in the documentation, then it did not happen
— Some documentation is specifically created after the event or
incident, such as the After Action Report

e And, all this applies to our packet operations

92

Archiving event documentation
Introduction

e During a Packet Deployment, you will produce the following:

1. ICS 214-SCCo Unit Activity Log
ICS 309-SCCo Communications Log (if participating on a voice net)
All third party sent & received PackltForms and plain text messages
All sent and received operator to operator packet messages
1CS 309 Communications Log (packet)

o Uk wN

Any Form 1 / hand-scribbled / sticky notes, documentation.

¢ Whether it be an exercise or a real activation, when your shift is over,
your supervisor will provide instructions on wrap-up tasks that need to be
done. These can include:

— Submitting all documentation (to whom and how)

— Preparing the packet station for the next use, including archiving your
shift or the event

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved.
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Archiving event documentation

ICS 309 Communications Log (packet)

1. Create the ICS 309 Comm Log

From Outpost, Tools > Report Settings, 3rd
tab, “ICS309.” Enter all fields.

Select Forms > ICS 309 Comm Log.
Select Period Tab. Select Range, set the

a

b
c

your shift (or event) occurred.
d) Select Content Tab. Do not exclude anythin
e) Select Output Tab. Check output options.

NOTE: If you do not have a printer, then try the
default Microsoft Print to PDF printer.

Select the Signature Tab.

Press Build Data Set, then press Print.
h) Sign any paper-printed ICS 309 form.

i) Deliver this report to your supervisor.

From: and To: to the date/time range for when

ot Heip

ButdDm s pret | Bat |

g!

283 mestages found o repcrtng

o

10/2/2023

Printable Message Listing

2. Create a printable message listing
a

From Outpost, File > Save All.

b) This will create an Ascii-formatted file
of all messages in the current folder
with a Page Break between each
message. Use meaningful file names.

Repeat this step for any other folder
where event messages were stored.

k)

d

Later, this file could be printed to
generate one message per page. Or,
because the messages are in a .txt
file, any message could be copied
and pasted into another note pad,
and printed for reference.

€,

2

Deliver this file to your supervisor.

Archiving event documentation

Hle gt Yiew tielp

Subject: Packet Tutorial URL

YL, excellent 18 part (1) packet tutorial at
httg:/ /vna. choisser. com/packet /o

From:  AAGHK
To! AL

Ser 6/29/2007 08:40

subject: Welcame to KGFB packet mailbox

Welcome to the K6FE packet mailbox. ALl are welcose,
K6F8 i located on Castle Aock Ridge, near the state
W have a digipeater (K6FB-1), mailbox (KGF8-2}, and
Please use and enjoy.

de AAGHK, KG6FB packet sysop

From:  knbpedwixsc.onpr.org
To KGPE
Sent: 8/29/2021 13:02

Subject: 6bE-1738P: line splik test

This is line 1 that contains a lot of text that is ni
i aioul i She chas.

Message Archive

Archiving event documentation

3. Create a Message Archive - T
a) From Outpost, File > Export, then z’":‘"““‘ ‘(‘""; Print_| _SenaReceis | Pro
select “All Folders*” (for your entire Sove s, No Headess
system). ::” = .
b) Use meaningful file names. e e
c) The Export process will create an kot
Oute Al Messages
Outpost Archive File (.oaf). gy ’ e
d) This file later can be imported back i
into Outpost to restore the archived
messages to their original folders.
e) Deliver this file to your supervisor (email or USB).

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved.
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Archiving event documentation
Reset Outpost for the next event
4. Reset Outpost for the next event

STOP! Do not proceed until you have created a
= Message Archive>All Folders first.

STOP! Do not proceed until you have
' permission from your supervisor.

a) If not already done, set up the SCC Notices message folder
a) Tools > General Settings, Start tab.
b) Set the name of one of the folders to SCC Notices.
c) Move or drag all SCC Notices into this folder.
b) Export (backup) the SCC Notices folder:
a) click on this folder. Then File > Export, select This Folder
b) Give it a name, like “SCC_Notices-yymmdd”. Press OK.
c) Verify that all messages (6 today) were exported.
d) FYI... your file is in the C:\SCC Packet\archive directory

10/2/2023
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Archiving event documentation
Reset Outpost for the next event

4. Reset Outpost for the next event (continued)

c) Delete all Outpost messages:

All your files are deleted.

d) Restore the SCC Notices:
a) File > Import, select the file, press OK

e) You now have a clean system for the next event or incident.

f) Inform your supervisor that this task is complete.

a) Go to File > Delete All Messages, answer Yes at the prompt.

OUTPOST TIPS

99
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Resend option

You did what?!!?

* You just sent a message, but ...
— it was addressed incorrectly, or
— it was sent to the wrong BBS, or
— you forgot to include all recipients, or
— it was incomplete, or
— it was the wrong message, or
— any number of other problems!
And, you don’t want to type it all back in! What now?

100

10/2/2023
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Resend option — Text Messages

Outpost’s Resend option lets you resend a message previously
sent. For Text Messages...
* From the Sent folder,

B 17547 -t i (Phe3845)

File Edn View Acions Windows tie

open the message _poot | oy | Beply ] cone
o Click on Actions >Resend... o '“Ifii:i roras

choose either option o e m'"“" . | e,
* The message is opened in Swmct SPET : New Message 0

edit mode. 14 ts e

¢ Make whatever changes
you need to make, then

Raset Fen (defaut)

e Press Send, then _

Send/Receive as usual.
NOTE! If you select Resend, Same Msg ID, then manually change the
Message ID -###P to -###R for Resend. This ensures no duplicate message
confusion, =~ TT———

101
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Resend option — PackltForm Messages

Resending PackltForm Messages depends on your option.

* From the Sent folder,

SendRecene ==
single-click on the message to i

I ; eceme Onty
highlight it (not open it) e I

¢ Select Actions > Open enhanced Opan aMessage a0
msg as text

{
¢ Once the text version of the form %

For Same Message ID... E—
Actions Help 7

PE-1T36P trncation tas
Culf | BPEATIIP R MumSiat

opens, click on Actions > Resend...
choose Same Message ID
* The PackItForm will open as a new copy of the message in the Browser,
just as if it was a new message for editing.
* Make other changes and continue as usual.
NOTE! If you select Resend, Same Msg ID, then manually change the
Message ID -###P to -###R for Resend. This ensures no duplicate message
confusion. e —

102
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Resend option — PackltForm Messages

Resending PackitForm Messages depends on your option.

For New Message ID...

* First get the Next Message Number
— In Outpost, Tools > Report Settings

— Note the Next Message value. This is
the number to use. Do not change it!

¢ Then, from the Sent folder, single-click
on the message to highlight it (not open it)
¢ Select Actions > Open enhanced msg as text

* Once the text version of the form opens, click on Actions > Resend...
New Message ID

* The PackItForm will open in the Browser.

¢ Manually replace the PackltForm Origin Message Number with the
number you noted above.

¢ Make other changes and continue as usual.

ACES. Al rights ro

10/2/2023
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0 QXY
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Putting it all together

1. First Shift... when assigned to establish a station

2. Initial station setup... equipment check-out, and check-in
3. Packet Operations... managing the message flow

4. Incoming Shift Change... if you are relieving someone else
5. Outgoing Shift Change... if you are being relieved

6. Securing Operations... when directed to shut down

105
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Field Reference

Amateur Packet Radio

Cabis i Cntants P Field Reference, Type Il

i
2 INTRODUC 11 For SCCo RACES Responders
1

21 bukeose

22 HOWTOUSE This HANDBOOK...
5 PACKET OPERATOR CHEGKLIST.
4  PACKET STARTUP Pl !
5 CLIENT SOF 1
6 PACKET

61 PACKETM 6B !

6.2 FREE FORM (PLAIN TEXT) MESSAGE

6.3 SENOING A SPREADSHEET .CSV FILE

September 2023

@

7 MESSAGE
8  STANDARD SUBJECT LINE FORMA
9 CHECK-IN, CHECK-OUT MESSAGE
10 RECOMMENDED FORM ROUTING CHEAT SHEET.
11 ARCHIVING EVENT DOCUMENTATION
111 CREATE THE ICS 309 COMMUNICATION LOG
112 CREATE APRINTABLE UST OF YOUR MESSAGES,
113 CREATE AN ARCHIVE 4
114  RESET (CLEANUP) OUTPOST FOR THE NEXT EVENT......cove.ccnee. ,J
i

WRAP UP

opyright 2023 Santa Ciara County ARESIRACES. Al ighs reserved. 107

Final Assignment

e Online Class Evaluation

— Log into https://www.scc-ares-races.org/activities/events.php
Click “Submit Class Evaluation” in Events

|Home |
Calendar of Events

| Activities Home Show: Current events (@ Past events ( Event Descriptions

SCC ARES/RACES Home

|Comments/Bugs Packet Operations Type III, Part B

Events Date: Start: Type: Creq
|List Events By Date 10/07/23 9:00 AM County Training Yes
:'-!5‘ Events | Joined Course Details: Click here to visit the course description and downlof

| Craste o New Event
| Mogify an Event

| Daiate an Evant 1 fanido & Scabioma AT BLIECEA
\L.wpﬂ"t an Ryent Roster Date: Start: Type: Cre

|Log Event Participation 10/18/23 6:00 PM County Training Yes
| Submi Clazs Evaluation Congratulations! You just got your Ham Radio license and are anxio
My Profile | concepts that y

— —— . e e e

— Submit your evaluation as soon as possible... after 1 week, the form
will no longer be available for this class!

© Copyright 2023 Santa Clara County ARES®/RACES. All rights reserved. 36
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Homework

And now, for something completely different...

o Please sign up for the Monthly Packet Message Passing Exercise planned
for Wednesday 18-Oct-2023.

* These exercises simulate participating in a real event as an experienced
county packet operator who has been assigned for mutual aid support for
Xanadu County and City.

¢ You will be asked to pass at least two 3rd party messages in each direction
(PacketltForm) and at least two operator-to-operator messages in each
direction.

* The exercise lasts for one week, starts at 09:00 on Wednesday 18-Oct-
2023 and ends a week later on 25-Oct-2023 at 17:00. A zoom debrief
follows.

* Please register for this event here... https://www.scc-ares-
races.org/activities/eventdetail.php?id=1371.

109
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Thank You!

Please complete the Course Evaluation
on or before next Saturday 8-October!

Please complete the Assignment
on or before Wednesday 25-October!

If you have questions or feedback about this or other training activities,
you can join our Training discussion group.
https://scc-ares-races.groups.io/g/packet

Make sure you’re signed up for the next part:
Packet Type Il

Questions, comments, suggestions?
knépe@arrl.net

Copyrigh
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