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USE AND DISTRIBUTION NOTICE

¢ Santa Clara County RACES authorization is granted to use and
duplicate this material as-is as long as this page and the
copyright notices on each page are included, acknowledging

Santa Clara County ARES/RACES as the holder of the Packet Type | I
copyright.

e Permission is granted to adapt this presentation to your
needs as long as you acknowledge our copyright and include a
note similar to "adapted with permission from Santa Clara
County ARES/RACES”

¢ For additional information on training or any of our programs
send an email to: info@scc-ares-races.org

2\ Santa Clara County ARES®/RACES/ACS
Last Updated: 9 October 2023

ARES and Amateur Radio Emergency Service are registered service marks of the American Radio Relay League Incorporated and are used by permission.
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Learning Objectives A Note on receiving Class Credit

To get credit for this class, there are 3 things that you

At the end of this class, you should be able to: need to do:
¢ Understand the setup and operation of the county EOC radio

room packet station

. 1. Attend the classroom session.
e Set up and use a terminal program to access a BBS

« Without Outpost... 2. C?mplste 'Iche evalua';]lor? by the.SaturdaI‘y\/, ontzlw::ek
_ Connect to a INOS BBS a Fer the c'ass. See the instructions at the end o
this material.

— Send and receive plain text messages with BBS commands
— Send and receive PackltForms with BBS commands 3. Complete the exercise by the Saturday, one week
after the class.

Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved 5 Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved 6
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Fictitious Examples What about Xanadu?
e We use fictitious call signs in this presentation to * Xanadu received lasting fame
avoid SPAM in the western world thanks

to the Venetian explorer Marco Polo’s
description of it in his celebrated book Travels (c. 1298).

e W6XRL4: Herman Munster

¢ Distant and mysteriously lost Xanadu, thus, came to represent a
place of mystery, splendid luxury and easy living.

e Fortunately, you get to visit Xanadu only during Packet classes and
Packet exercises.

terman Munster
1313 Mockingbird L

e nr ¢ Only use an XNDxxx tactical call that has been specifically assigned

to you for an exercise or training event and then only for the
e XNDEOC: City of Xanadu Emergency Operations duration of that event, including any homework follow-up.
Center y e PLEASE NEVER USE XNDxxx tactical calls during any other time.
Instead, use one of your City’s extra tactical calls for practice (with
your EC’s permission, of course).
Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved. 7 Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved. 8
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How to process high volume traffic efficiently

COUNTY EOC PACKET STATION
SETUP & OPERATIONS

lara County ARES®/RACES. All rights reserved.

SCCo Packet Net

Reference Binder

What'’s inside

e There is a “standardized” binder
for every position in the SCC
EQC, including each position in
the RACES radio room.

¢ The Packet Net binder contains
the material from the previous
binder, with updates in
progress.

¢ General content includes:
— activation and operation
— end-of-shift and demobilization
— Packet-specific activities

DO NOT REMOVE
REPLACE WHEN FINISHED

COUNTY OF SANTA
CLARA

RACES UNIT

PACKET NET

Position Reference Binder

EMERGENCY OPERATIONS CENTER
POSITION REFERENCE MATERIAL

10/19/2023

Packet Net Operations at County EOC

e County message handling can be non-stop action
¢ Have separate send & receive stations
¢ Learn to use the automation

— Automated polling every 5 minutes by Telnet
— Automated ICS 309 Logging

¢ Watch message handling order

¢ Move the messages to the Traffic Manager as quickly
as possible

¢ Balance outgoing and incoming traffic
¢ Follow the SCCo Radio Room packet procedures

10

County Radio Room Traffic Routing

Radio Room Shift Supervisor

To Net Boxes

Msg Traffic

R Net Teams
unner Trays Manager Message Net
Message
— = Verify Packet Net 8
> &Logp +—> Radio ~—>| Prioritize ... Other Nets

Room Route

" Verify
Del TO e
& Log EOC |€— Prioritize

Route

Packet

From Net Boxes

Message Net

Packet Net

e For small, low traffic events, radio room supervisor may also
perform the traffic manager role

E
0]
C
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Prioritizing Packet Traffic County EOC Packet Station Overview
Scribe/ Operator LAN / Fiber / Wi-Fi
Operator I I
Prioritize Prioritize
To Message Net Box 3 vs.other =3 vs. On PC1 PC2
Traffi Outgoing Incoming The =
rattic Air Transmit Automatic Receive  printer  Backup Printer RACES
Manager A P Processing
Prioritize Prioritize Network
From Message Net Box <€— vs. other €—- vs. (( ))
Incoming Outgoing A E;:Ezz WA1XSC-1
Internal notes o . W2xSC-1
and messages <> e One PC normally configured for transmit only W3X§8-1
] ~\, W4xsCA1
« Operator prioritizes message in Outpost e One PC normally configured for (automated) receive
— Holds incoming for high priority outgoing and vice versa e Either PC can perform both tasks

* Scribe/Operator prioritizes & logs message in to & out from the team « Both PCs have a primary and backup printer defined

— Maintains prioritized incoming and outgoing message bins Back TNC/ di b itched t ither PC
[ J
e Separate Send & Receive stations facilitate processing ackup radio can be switched to either

Copyright 2011-2023

ta Clara County ARES®/RACES. Al rights reserved 13 5 093 Santa Clars ARE . 14
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Its all about control with Text Commands

e Simple text commands control the TNC
— MVYCALL callsign = set the TNC’s Mycall command to your callsign
— CD software = set Carrier Detect mode to software
— Ccallsign = Connect to station callsign (ax.25 address)
e Simple text commands control the BBS mailbox
— SP address = Send a Private message to an address
— LA = List All messages in this area (mailbox)
— R n=Read message number n

e Qutpost simply automates the process of typing the

INTERACTING WITH THE BBS commands to the TNC (to connect) and then to the BBS

(to send/receive messages)
WITH OUT O UTPOST — Watch the Outpost session window to see what it’s doing
— View the Outpost transaction log later to see what it did
e Actions > View Outpost Data Directories > logs > transactionYYMMDD.log

ta Clara County ARES®/RACES. All rights reserved 5
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Sidebar: Outpost Logs

From Outpost: Actions > View Outpost data directory > logs

Il session211015.Jog - Notepad = o X

File Edit Format View Help File Edit Format View Help
15-Oct ©9:34:40: Outpost/Opsessn v3.5.0 c@: TNC Session # 15-0ct 09:34:40: Outpost/Opsessn v3.5.0 ¢o: TNC Session #
3019 3019

15-Oct ©9:34:40: Using Call Sign KN6PE

15-Oct ©9:34:40: Using TNC setup XSC_Kantronics_KPC3-Plus emd:p

15-0ct @9: : Using BBS setup XSC_WIXSC-1 Can’t DISCONNECT, A Link state is: DISCONNECTED
15-0ct @9: : TncCheck: TNC is ok cmd:b

15-0ct ©9:34:47: TncInit: Complete as KN6PE BEACON  EVERY @ (disabled)

15-Oct ©9:34:50: BbsConnect: Connected to WIXSC-1 as user cmd:Echo on

KNGPE ECHO was ON

15-Oct ©9:34:50: BbsConnect: BBS is INOS cmd:my KNE6PE

15-Oct ©9:34:50: BbsDeleteMsgs: Done cond;Mon gEE it
15-0ct 09: : BbsSendMsgs: Done -‘.._W‘ e
15-0ct @9: : BbssendMsgs: Done STREAMEV was OFF

15-0ct ©9:35:03: BBSGetMsgs: Done cmd : STREAHSH 300

15-0ct 09: : BBSGetMsgs: Done STREAMSW was $7C (|)
15-Oct ©9:35:17: BbsSendMsgs: Done cmd:connect WiXSC-1
15-0Oct ©9:35:19: BbsDisconnect: BBS Session closed cmd:*** CONNECTED to WIXSC-1

[INOS-2.0k. 2, X5C.4-BIFHIMS ]
You have @ messages.

(#9) >
A XSCPERM
xscperm: 6 messages - 6 new.
(#1) » .
Options
L1 SendReceive Session window logging
[~ L2 SendRecelve Intertace data race FYI...Log Settings has L1 selected by default
Lt Ssviescolie dagnocio xace Optional: select L2 for additional info
[ L4: Main program diagnostics frace (restart Outpost to apply)
17
17
Summary of Steps to be Discussed
¢ What you need to know to operate without Outpost
e Setting up PuTTY for BBS access (serial)
¢ The connection basics
— Start of shift: Configure optimized TNC settings
— Per session: Using you FCC call sign, -OR-
— Per session: Using a tactical call sign (plus your FCC call sign)
— End of shift: Restore default TNC settings
e Managing Messages on JNOS
— Access user and bulletin areas (mailboxes)
— Read a message
— Send a message
¢ Reading notices and bulletins on JNOS
e Working with PackltForms
© Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. 19
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Everything Can Be Done Manually

¢ Why would | want to/need to?

— Outpost is not installed or installed incorrectly; no administrative
access to PC

— Browse the BBS to read bulletins
— Gain deeper understanding of how packet radio works
— Perform clean up or diagnostic activities on your setup or to maintain
the BBS
e All you need is a terminal emulator program

— Suggested: PuTTY (free download) https://www.putty.org/
... or just do an Internet search for “PuTTY”

— But any terminal emulator will do ...

¢ The following examples will use PuTTY
[— Select and copy: highlight/select (not <ctrl>C) ]

— Paste: Right-click (not <ctrl>V)

18

What you need to know
Operations without Outpost

1. Connect Parameters

2. TNC Standard Settings and Manual Workflow
3. TNC User Commands

4. TNC Init Settings

5. BBS User Commands

6. BBS Init Settings

20
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1. Three Connect Parameters
Operations without Outpost... need to know

¢ Call Sign or Tactical Call of the user
example : W6XRL4
XNDEOC

¢ TNC Comm Port Settings
example : COM3,9600,8,N, 1
COM5,9600,7,E,1
e BBS Connect Name

example : W1XSC-1
W3XSC-1

21

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved
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2. TNC Standard Settings

Operations without Outpost ... need to know

Santa Clara County

o Suvicss Opewabons: Dot Toueing & Eve

Standord N Parameter Settings Rev: 07012016

Packet BBS Service Standard TNC Parameter Settings for
Santa Clara County Packet Network

i | Seevice & NGO | Presastatons | Sofwaro | AppMoles | Retwsnca | Nets | Suepon

Packet BBS Service Notices
= 7010.07.12 - Gomora!Fnksasa of SCCo Packat Jstaflor y145C. Table of Content

* 2010.05-07 - Pro-Rsloasa of SCCo Packet imsalr v340F

Priious Packat BES Sarvios Undato History

Overview

ARESRACES o g

servce. T oty aven
he entire ntermed o - atoimet . mad addEsses. Bul
P sarvice s N0t ny wy OApnden o6 T it et

Service and Network Info

Packet BBS Service Description
e e et e e e e . e e

SV Sy S S NI |
Application Notes

Configuration and Set-up Instructions

427 KB)

fer Seftings - 040772018 (PDF - 509 K8)
1. 06/1772014 (PDF - 127 KB)
s 16 (PDF - 172 K8)

-83K8)
/04 1GS-308 Prinbig - 031172010 (PDF - 97 KB)

N UL QSIS P o Tt

Pagerorsa
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2. TNC Standard Settings
Operations without Outpost ... need to know

e SCCo RACES determined the optimum TNC parameters for our
BBS system that significantly improves message traffic
throughput.

¢ Document contains parameters for both Outpost and
Manual sessions. Details of each parameter are explained.

e See: https://www.scc-ares-races.org/data/packet/index.html| =
Application Notes - Standard TNC Parameter Settings

... and specifically the section titled: Standard TNC Settings
for Manual BBS Sessions

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al ights reserved.
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Standard TNC Parameter Settings Rev: 07-3pr2016

2. Manual Operations

e Complete manual ops info

Standard TNC Parameter Settings for
Santa Clara County Packet Network

*  Workflow o
— Start of Shift ok ;
— Each message 0
~ End of Shift 7

e TNC-specific Commands

Pz

/s

// .

/

/
Standard TNC Settings for Manual BBS i 13 Z
Manual Operations Workflow 13 z:
TNC Commands for Manual Operations 15 #
Santa Clra County ARES®/RACES Page 10134

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al ights reserved.
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3. Eight TNC user commands
Operations without Outpost (Kantronics KPC-3+)

1. HELP [command]
When entered alone, lists all available commands. With a command, provides
details on that specific command.
2. MYCALL xxxxxx
Tells the TNC what its’ call sign is.
3. CONNECT calll [ via call2, call3, ... ]
Calll = Call sign of the station to be connected to. Adding “via call2...” connects to the BBS by
digipeaters.
CONVERS
Puts the TNC into Conversational mode. Then, whatever you type is immediately transmitted.
<ctrl>c
Puts the TNC into Command Mode. Then, enter TNC commands at the prompt.
RESTORE DEFAULT
Resets the TNC to the factory default settings; performs the AUTOBAUD routine. Defaults
INTface to NEWUSER. Hard reset can be triggered by temporarily removing the battery.
7. INTFACE [ TERM | ...]
When set to TERMinal, the full command set of the TNC is available.
8. XMITLVL [value]
~— Displays or sets the TNC’s transmit drive level

IN|

ol w

1t 2011-20;

anta Clara County ARES®/RACES. Al rights reserved
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4. TNC Init Settings

Operations without Outpost ... need to know

¢ Goto the “Standard TNC Settings for Manual BBS Sessions”
¢ Follow instructions in “Manual Operations Workflow”

e Use the “TNC Commands for Manual Operations” appropriate for your
particular TNC

TNC Type Manual Ops: Start of Shift

Kantronics KPC-3+ INTFACE TERMINAL
MONITOR OFF
CD SOFTWARE
NEWMODE ON
8BITCONV ON
BEACON EVERY ©
SLOTTIME 10
PERSIST 63
PACLEN 128
MAXFRAME 2
FRACK 6

RETRY 8

CHECK 30
TXDELAY 40
XFLOW OFF
STREAMEV OFF
STREAMSW $00

Manual Ops: End of Shift
STREAMSW $7C

25

5. Eight BBS user commands

https://scc-ares-races.org > Data Networking > Packet BBS > Reference > JNOS BBS Information

Santa Clara County ARES/RACES

Home Operations Data > Packet Training and Events Reference FAQ  October 29, 2018

INOS User Manual - Appendix A

JNOS Packet BBS Information

Overview

The Santa Clara County BBS network uses the JNOS BBS software. This includes W1XSC,
W2XSC, W3XSC, WAXSC, W5XSC, and WEXSC.

JNOS User Information
« Mailbox User Commands [from Appendix A of the JNOS Commands Manual) (PDF - 61 kB) : >

JNOS Sysop Information

* INOS 2.0 web site
JNOS Release Notes
o U ommands Manual
© JNOS Downloads
= The simplest way to get started is to use the JNOS Installer (see section “Installers for
JINOS")
= You will need to compile the installer. Links to the installer source file and instructions
are provided.
= Youll also need to compile the JNOS program. Links 1o the source files, instructions
and release notes are provid
« nos-bbs -- TAPR xNOS Maiing List
© This is where all xNOS issues are discussed. Any JNOS sysops should be on ths lst.
« NOSintro - TCPIIP over P - An Introduction to the.
lan Wade, GINRW (PDF - 22 MB)
© 356 pages, ISBN 1-807649-00-2
© Occasionally available in paperback from Amazon and other book sellers. Posted here with
ermission from the author.
© This is the definitive book on XNOS and a must-have for any JNOS sysop. The picture on
page 144 is particularly helpful for understanding how messages and addresses are handied.

Web Site Home Page. | i

1t 2011-20;

anta Clara County ARES®/RACES. Al rights reserved
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5. Eight BBS user commands
Operations without Outpost ... need to know

1. HELP[command] or?
When entered alone, generates a summary of available commands. With a
command as a parameter, provides details on that command.
H List = shows all the List command options and what they do

2. LIST
L = by itself will display the headers for all unread messages, if any.
LA = List ALL messages, both read and unread
LM = Lists MY messages addressed to me
L> addr = Lists all messages that have “addr” in the To: field of the message

3. READ #
# = The message number to be displayed.

4. KILL #
# = The message number to be deleted.

5. AREA[ Area_name]
A = Lists all available bulletin areas.
AF = Gives a full listing with descriptions of areas.
A area_name = moves you to that area. Then use the List and Read commands
to view messages.

Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved. 28
28
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5. Eight BBS user commands 6. BBS Init Settings; Page Length
Operations without Outpost ... need to know Operations without Outpost ... need to know
6. SEND [option] <dest_address> e The BBS “XM” command displays or sets the page length
S[P] = Send Pr|v§te; example: SP wéxrl4@w5xsc.ampr.org — XM = displays the current page length setting
SB = Send Bulletin; example: SB xsctest X
SC =Send Copy; to multiple destination addresses — XM 24 = sets the page length to 24 lines
example: SC wébxrl4@w5xsc.ampr.org — XM O =turns off pagination (required when using Outpost)

(BBS then prompts with Cc: for all other addresses)

7. BYE ¢ |f a page length is set, message listings, messages and other

Disconnects from the BBS content longer than the page length are paused and a
8 XM # “More (N=no0)?” prompt is shown.
displays or sets the page length for viewing messages — Press <ENTER> to see the next page; ‘n’ to stop
— Good for reading content on the screen
— Will cause Outpost to hang if not set back to XM 0
¢ Note: The SCCo Packet Installer includes XM 0 in the BBS Init
Commands for all SCCo BBSs. Outpost will send XM 0 as soon
as it connects to the BBS so message output is never paused.
© Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. 29 Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. 30
29 30
. & Device Manager - u] X
Serial Access Fie Acion View Help
. > m =
Setting up PuTTY 1 vonitors :
7 Network adapters
; Network Infrastructure Devices
v { Ports
Install and run PuTTY e -,
. = Print queues.
1. Select the Session tab D ot
B9 Security devices
2. Select Connection Type = “Serial” B softvare deices
2 PuTTY Configuration
3. Enterthe Com Port -
— Verify with Windows ) iew‘
Device Manager Kopbesid
Features
4. Enter the Speed (baud rate) | swwe S Bener Omgn Ossr
G Load, save or delete a stored session
Translation
SETTING UP PUTTY FOR BBS ACCESS NOTE: Notall NCs se S008I | 5 ™
as the configuration. All fields must o AL Lo
match what you actually have set in gt Saxe
your TNC. Ropher | e
Serial
Close window on exit
OAways  ONever (@ Only on clean exit
© Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. 31 Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. Sod e S
31 32
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Set up Session Logging
Setting up PuTTY
5. Next, click on the

2 PUTTY Configuration

Category:
Session > Logging tab [
6. Set Session Logging to | | Keoon
Features
® All session output L
7. Setup a| log file name TR
NOTE: &H does not work Rl
on Windows e
Telnet
8. ...if the file exists: vy
Serial
®Always append to the end
Why do logging at all? —

Help

Optons contoling session logging

Sessionlogging

) O Printable output
(@) All session output (O SSH packets
) 55t packets and raw data

{[Cliemplputty&YEMED log Browse
(Logfile name can contain &Y. &M. &D for date, &T for ime.
&H for hostname, and &P for port number)

Whatto do ifthe log file already exists:
O Always overwrite it

(@ Always append to the end of it

(O Askthe user every time

[“IFlush log file frequently

Opiions specific to SSH packetlogging

Omitknown password fields
[]Omitsession data

* During manual operations, it is
easy to loose track of what is going on.

» Logging creates a history of your manual interactions and a reference if you
ever need to go back and check if you got it all right.

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved

Change PuTTY’s Backspace Key

Setting up PuTTY
9. Next, click on the
Terminal > Keyboard tab
The PuTTY default does not
send the backspace key code
that the KPC-3+ expects. To
correct this:
10. Set the Backspace key
option to Control-H

& PuTTY Configuration

Category.
= Session Options controling the effects of keys
= ptinhs conile e effects of Koy
Sachg Change the sequences sentby:
The Backspace ke
@ Control-H (O Control-? (127)
atures
- Window Ot
Appearance The Function keys and keypad
EE"E‘T‘U“' @ESCI™ O Linux O Xterm R6
ranslation
Seledion Qvr400 [@1%al Osco
Colours Application keypad settings:
& i
i Initial state of cursor keys:
Proxy @ Normal O Application
Telnet Initial state of numeric keypad
Rlogin @ Normal (O Application (O NetHack
[SSH
e Enable extra keyboard features
[1A1Gr acts as Compose key
Contral-Altis different from AltGr

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved.
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Serial Access
Setting up PuTTY
11. Next, click on the...

Category:

& PUTTY Configuration

=) Session

| % Logging

= Terminal

! iKeyboard
Bell

Connection > Serial tab

12. Set Flow control to
RTS/CTS

Features
£ Window

| i-Appearance
Behaviour
Translation
Selection
Colours

=+ Connection
Data
Proxy
Telnet
Rlogin

G2 SsH

About

l Senal l

Help

Options controlling local serial lines

com3

Selecta serial line

Serial line to connectto

Configure the serial line

o e —

Stop bits 1

Parity. None ~
[ Flow control RTSETS ] }

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved
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Name it, Save it, and Open it

Setting up PuTTY

13. Finally, click on the...
Session tab

14. Give this session a name

15. Press Save

16. Press Open to open the
connection

NOTE: If you ever change
any setting, remember to
press Save!

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al ights reserved.

R PuTTY Configuration

Categol
= Session Basic opions for your PuTTY session
& Torminal Specify the destination youwantto connectto
! i Keyboard Serialline Speed
Bell [coms | [os00
E szj'{“'es Connection type
L e (ORaw  OTelnet ORiogin (JSSH @ Serial
ety Load, save or delete a stored session
Translation
Selection Saved Sessions
Colours [MyTne
=+ Connection =
Dai Load
Proxy
Telnet S
Rlogin Delete
? SSH i =t
Serial
Close window on exit
OAways  ONever @ Only on clean exit

36
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Start of Shift: Configure TNC settings
The connection basics

e TNC settings affect overall performance
— Start with the factory defaults
— Make other settings for efficient use of the BBS
¢ To be absolutely positively certain that all TNC settings are at
the current SCCo standard values, at the TNC prompt,
perform the following:

1. cmd: XMITLVL (for KPC-3+) to display

P B cmd
the existing transmit level <value> o xmitivl
2. cmd: INT Term (justin case) poITLVL 261
— cmd:restore default
3. cmd: restore default £ FFpf FFFE FFFD
—_— PRESS (*) TO SET BAUD RATET
THE CONNECTION BASICS 4 PRESS (1) TO SET BAUD RATE e sese 56
. PRESS (*) TO SET BAUD RATE
5. Enter your call sign ENTER YOUR CALLSIGN=> wéxrl4
6. cmd: INT Term KANTRONICS KPC3P VERSION 9.1
—_— (C) COPYRIGHT 2002-2005 BY KANTRONICS INC. ALL RIGHTS REY
7. cmd: XMITLVL <value> DUPLICATION PROMIBITED WITHOUT PERMISSION OF KANTRONICS.
- . cmd:int term
8. cmd: cd software INTFACE was NEWUSER
cmd :xmitlvl 261
9. Apply SCCo standard TNC XMITLVL was 100
settings for manual operations cnd:cd software
cmd
Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. 37 © Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved 38

Start of Shift: Configure TNC settings Start of Shift: Configure TNC settings

The connection basics The connection basics oo s~ 0
e Qutpost configures the TNC at the start of each Send/Receive session * (Create and save a text file with the “Start e e e
e For manual operation, you only need to send these commands once, at of Shift” and “End of Shift” TNC /rreace term\
the start of your shift commands. D o
NOTE: Manual Ops commands are slightly different from the Outpost list of CAUT’ON" Do NOT ch-and-paste ) SR OO
commands directly from the PDF into your terminal BEACON EVERY 0
. . SLOTTIME 10
Pr— emulator; it doesn’t always work. PERSIST 63
TNC Type Manual Ops: Start of Shift Manual Ops: End of Shift **Best practice: copy the commands ;ﬁikﬁﬁmézi
Kantronics KPC-3+ INTFACE TERMINAL STREAMSW $7C . | R ) FRACK 6
MONITOR OFF first into a text editor (Notepad), save it, RETRY' 8
CD SOFTWARE .
NELRIODE 0N and then copy-and-paste from there into O i
8BITCONV ON H XFLOW OFF
BEACON EVERY © your termlnal program' STREAMEV OFF
TN 0 * Tosend the “Start of Shift” TNC \\STREAMSH s00
PACLEN 128 --- KPC-3+ End of Shift ---
A commands,
FRACK & — Connect to the TNC with PuTTY STREASHIS76
CHECK 30 — Select and copy the entire “Start of Shift”
TXDELAY 40 . .
XFLOW OFF command list from the text file Ln8, Col 1¢
i gzg — Paste it into Putty (right-click) at the TNC
cmd: prompt.
© Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved 39 © Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. 40
39 40
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During the Shift: FCC Call Sign Session

The connection basics
¢ Onthe TNC:
1. Set MYCALL to your FCC call sign

2.  CONNECT to the BBS / mailbox service

(SSID=1) on W5XSC

g cmd:mycall wéxrléd
| cma:c wsxsc-1 3. Connected message from TNC
(3)| cmd: *** CONNECTED TO W5XSC-1 e Onthe BBS:
()| [9NOS-2.0%.1.xsC.2-B1FHIMS] o S
()| You nave 0 messages. 4. BBSsaysitis a_JNOS I?BS, version is
G| o) > 2.0k.1.xsc.2, with options
() k: X 5. You have no messages
g Cmd.DISCONNECTED 6. BBS Prompt: You are on message #0
7. You type “B” (bye) to terminate the
BBS session
The BBS drops the connection
Note: All SCCo BBSs have e Onthe TNC:

. - . .
a2 minute Inactivity Timer! 8. Disconnected message from the TNC

9. TNCis ready for the next command

112011-2023 S

ta Clara County ARES®/RACES. Al rights

41

FCC Call Sign Session — On the Air

The connection basics

FROM TO

AX25: W6XRL4->W5XSC-1 CONNECT

AX25: W5XSC-1->W6XRL4
DATA: [JNOS-2.0k.l.xsc.2-BIFHIM$] .You have 0 messages.. (#0) >.

AX25: W6XRL4->W5XsC-1
DATA: b.

AX25: W5XSC-1->W6XRL4 DISCONNECT
Note: Protocol codes have been removed

e FROM and TO addresses of all packets contain legal call signs

e Both stations are meeting the FCC identification requirements
with every packet (more than required)

42

41

ONCG0060C000

During the Shift: Tactical Call Sign Session

The connection basics

e Onthe TNC:
1. Set MYCALL to your tactical call sign

2. CONNECT to the mailbox service

cmd:mycall xndeoc (SS|D=1) on W5XSC

cmd:c wSxsc-1

cmd:*** CONNECTED TO W5XSC-1 3. Connected message from TNC

[JNOS-2.0k.1.xsC.2-B1FHIMS ] e Onthe BBS:

Y;: hive 0 messages. 4. BBSsays it is a JNOS BBS, version

k() ) 2.0k.1.xsc.2, with IHMS options

*%* DISCONNECTED 5. You have no messages

cmd: conv 6.  BBS Prompt: You are on message #0

This is wéxrld 7.  Youtype “B” (bye) to terminate the BBS session

emd: The BBS drops the connection

e Onthe TNC:

Note: All SCCo BBSs have 8. Disconnected message from the TNC

a 2 minute Inactivity Timer! 9. Enter CONVerse mode, and then type in at
least your FCC call sign, press enter to
transmit

10. Enter Cntl-C to return to Command Mode.
TNC is ready for the next command

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved
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Tactical Call Sign Session — On the Air

The connection basics

FROM TO

AX25: XNDEOC->W5XSC-1 CONNECT

AX25: W5XSC-1->XNDEOC CONNECT
DATA: [JNOS-2.0k.l.xsc.2-B1FHIMS$].You have 0 messages. (#0) >.

AX25: XNDEOC->W5XSC-1
DATA: B.

AX25: W5XSC—1->XNDEOC DISCoNNgcr Note: Protocol codes have been removed

AX25: XNDEOC->CQ
DATA: This is wéxrl4. The extra converse mode packet lets you identify
your station XNDEOC as FCC call sign W6XRL4

e XNDEOC is not a legal call sign

¢ Keep session under 10 minutes and use ID process at the end
of session to satisfy the FCC requirements.

44
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End of Shift: Restore TNC settings

The connection basics

e After the BBS session has
disconnected, you should be back to
the TNC command prompt, usually:

| New Text Document.txt - Notepad ~ —

File Edit Format View Help
-- KPC-3+ Start of Shift ---

INTFACE TERMINAL
MONITOR OFF
CD SOFTWARE

cmd: NEWMODE ON
8BITCONV ON
iftis fini BEACON EVERY ©|

e When your shift is finished and BeAcol, EVER

before you pack up the gear or turn I

it over to someone else, return the MAXFILEE 2

TNC to “normal” settings RETRY 8

i CHECK 30

e Cut-and-paste the “End of Shift” TXDELAY 40
XFLOW OFF

Send/Receive settings into PuTTY at STREAMEV OFF
STREAMSW $00

the TNC command prompt
-- KPC-3+ End of Shift ---

STREAMSW $7C |

—

o X

Ln 8 Col 1!

© Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved
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MANAGING MESSAGES WITH
JNOS COMMANDS

45

BBS Connect & Login

e Ready to connect to BBS
¢ Set your call (FCC or tactical) in the TNC for login
cmd: MYCALL WEXRL4 OF cmd: MYCALL XNDEOC

e Connect
cmd: C W5XSC-1

cmd:
cmd:mycall wéxrld
cmd:c wSxsc-1

¢ JNOS gets login info from

MYCALL
* Nologin promptneeded  [[(py 5 "¢, O e

cmd:*¥** CONNECTED TO W5XSC-1
[INOS-2.0k.1.xsc.2-B1FHIMS$]

© Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved.
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JNOS Commands
e Basic commands can be seen with HELP command
E
Area: woxrld (#1) > ~
helg
For a brief listing of all commands, type ?
To get help for a specific command, enter 'h command®,
The following commands have help descriptions available for them:
alias area bye connect convers download
escape finger help iheard info iproute
jheard kill list mboxuser nodes nroutes
operator ping ports query read register
send telnet upload verbose what xpert
zap
Area: woxrld (#1) >
M
E
|
yright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. 48
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HELP <command>
JNOS Commands

¢ Help with the command will give a detailed explanation

Area: wexrld (#1) >

help area

-ﬁ. Area command will list the mail areas that contain messages
you may read. It also moves you to those areas. You must be in
an area before you can read messages in that area.

A will give a short listing, whereas
AF will give a full listing with descriptions (if available).
A <areaname> moves you to that area.

AN will show areas that have new mail since you last logged off.

To read messages in one of the areas, type 'A <areaname>’
You will then be told how many new, not previously listed messages
there are in this area.
You can send mail to any of the listed areas as 'S areaname’
Area: wexrld (#1) >

AF <areaname> will give more info about just that area (if available).

AREA
JNOS Commands

e Messages are organized in AREAs

— Your mailbox is an area

A[rea] gives a short listing, whereas ...

Area: wexrld (#1) »
a
Current message area is: wbxrld

Available areas are:
whxrld

xscperm  xscevent xsctest alllocal
allxsc allbay allnca allca allwusa  allusa

allnoam  allww

Type AF to get description of areas.
AF <name> tells more about that area.

Area: wexrld (#1) >

— Bulletins: xscperm, xscevent, xsctest are each their own AREA

50
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AF gives a full listing with descriptions (if available)

Area: wexrld (¥1) > &

i

urrent message area is: wéxrld

Available areas are: HOW to
address an

wbxrld Your private mail area SCCO Notice

# Santa Clara County Op Area Shared Mailboxes

xscperm Operation, Configuration and other Permanent Info  (To: xscperm)

xscevent  Emergency Incident and Public Service Event Info (To: xscevent)

xsctest Test and Training (To: xsctest)

# General Bulletin Areas by Distribution

alllocal  All categories, this BBS only (no distribution) (To: <cat>@local)

allxsc All categories, Santa Clara Co distribution (To: <cat>@xsc)

allbay All categories, SF & Monterey Bay distribution (To: <cat>@bay)

allnca All categories, Northern California distribution (To: <cat>@nca)

allca All categories, California distribution (To: <cat>@ca) How to

allwusa All categories, Western USA distribution (To: <cat>@wusa)

allusa All categories, USA distribution (To: <cat>@usa) address a

allnoam A1l categories, North America distribution (To: <cat>@noam) generic

alluw A1l categories, Worldwide distribution (To: <cat>@um) )

bulletin. Note
# <cat> A short (max 6 char) category like “equake”, "flood”, ™wx", ... :
Area: wbxrld (#1) > the different
51

© Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved.

AREA Example
JNOS Commands

e Change areas to read SCCo bulletins
— “area xsctest” — changes to the “xsctest” area
“L” or “LA” = lists or lists all bulletins in that area
— “area <callsign>" — returns you to your own area

cmd:c wSxsc-1
cmd: *** CONNECTED to WIXSC-1
[INOS-2.0k.1.XxsC.2-BIFHIM$]
You have 2 messages - 2 new.
Area: wéxrld (#1) >

E> area xsctest

You have 1 message - 1 new.
Area: xsctest (#1) >

1

E> Mail area: xsctest

1 message - 1 new

st. # TO FROM DATE SIZE SUBJECT
>N 1 xsctest xndeoc Nov 3 2627 Bulletin for Packet Type II Classro

Area: xsctest (#1) >

a wexrls

Area: wéxrla (#1) >
You have 2 messages - 2 new.
I‘Ar‘ea: wexrld (#1) >

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al ights reserved.
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JN

=

LIST

0S Commands

Displays a list of the messages from the current mailbox
(or "area"
L - by itself will display the headers for all unread messages, if any.
LA - list all messages, read or unread

e
I}

emd:c whxsc-1 ke

cmd :*** CONNECTED to WIXSC-1
[INOS-2.08k.1.x5c.2-BIFHIME]
You have 2 messages - 2 new.
Area: wexrld (#1) >
1

Mail area: wéecrld

Message

2 messages - 2 new Number

St FROM DATE SIZE SUBJECT

>N xndeoc Nov 2 454 XND-133P_R_Jelly Donut Request

N xndeoc  Nov 2 443 XND-132P_R_Jelly Donut Delivery No

Area:
=
v

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved. 53

READ

JNOS Commands

e R[ead] #

¢ R[ead] <msg_number_or_range>

¢ To read a specific message, you may either type “R#" or just
the number by itself. RM will display all unread messages,

sequentially.
st. # TO FROM DATE SIZE SUBJECT il

xndeoc Nov 2 454 XND-133P_R_Jelly Donut Request
xndeoc Nov 2 443 XND-132P_R_Jelly Donut Delivery No

>N 1 wexrld
N 2 wexrld

Area: wéxrld (#1) >
E> r2

Message #2
Date: Mon, 2 Nov 2017 21:00:05 PDT
From: xndeoc@w5xsc.ampr.org

To: wéxrld
Subject: XND-132P_R_Jelly Donut Delivery Notification

Donut will be delivered by 9AM
Area: wéexrld (#2) >

<[]

53

KILL
JNOS Commands

The KILL command allows you to delete messages from your
mailbox

K[ill] <message_number>
At least one message number must be supplied. The message
numbers you can select from can be displayed with the
"L[ist]" command.

Messages will not disappear until you disconnect and connect
again

© Copyright 2011-2023 Santa Clara County ARESE/RACES. Al rights reserved.
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SEND

JNOS Commands
e The send (S) or send private (SP) command allows you to
enter a message and send it to a user

S[P] <user>@<domain> where
<user> = recipient’s name
<domain> = <bbscall>
<bbscall>.ampr.org
internet domain

¢ Send an SCCo specific Notice
SB < NoticeArea | <category>@<distribution> >
e SCCo Notices: SB < NoticeArea >
o General purpose bulletins: SB <category>@<distribution>

— As above, but ANY <user> may read the message from the mailbox.
The < NoticeArea > may be...
® xscperm
* xscevent
* xsctest

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al ights reserved.
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Send a Message from the Keyboard
JNOS Commands

¢ Connect to the BBS using a terminal program
e Use these BBS commands

— SP <user>@<domain>— Send a message to a user at a specific
domain.

¢ When prompted, enter an SCCo standard subject

¢ When prompted, type the body of message
¢ When done, on the next line, add “/EX” and press [Enter]

(#1) >
Sp_wéxrl4@wsxsc

Subject:
< >
HXM-445P R Wraparound Test 1.SP <dest_addr:

Enter Message. End with /EX or ~Z in first column (A aborts): 2.The subject
This is a wraparound test. 3.The message

| /ex 4. lex
Msg queued

nt 2011-2023 Santa Clara County ARES®/RACES. All rights reserved 57
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BYE
JNOS Commands

¢ When you are all done with the BBS, disconnect from the BBS
Blye]

¢ Ondisconnecting
— Outgoing messages will be processed
— Deleted (killed) messages will be removed

n
pon’t Forget!!!
All SCCo BBSs have @

2 s 41 \
2 minute inactmt; timer!

59
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Send Copy
JNOS Commands
e The send copy command allows you to enter a message and

send it to multiple users
SC <user>@<domain>

¢ Enter the send copy command with one address

¢ JNOS responds with “Cc:”
— Enter other addresses to receive a copy, separated with commas

(#1) >
sc_wexrld@wsxsc

Cc: xndeoc@wSxsc xndGSQ@stc xndBQB@stc

Subject:

HXM-449P R Multiple addresses

Enter Message. End with /EX or ~Z in first column (~A aborts):
This is a test message with multiple addresses.
Jex

Msg queued
(#1) >

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al ights reserved.
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FYI... Manual message basics
Troubleshooting Hint

¢ Knowing how manual packet works will help you troubleshoot problems.
¢ Sending to one destination address:

M *XND_1021M R Weather H.. — i

File Edit Format View Help
(0) sp <dest address> ———> |sp XNDOLA@WIXSC
. T XND_1821M_R_Weath: Head:
<subject line> ——— 2 e s

® To: Xanadu Station 14
<message line 1> From: County Fire
: Please double-check the status of all
@ <message line 2> equipment and confirm its deployment
H readiness.
. Weather forecast calls for high winds
<message line n> and lightening tonight through

/ex sunday.

An official request for this
information will follow.
Jex

l'1

o After the SP command, the BBS prompts
for the subject, then the message.

¢ Once the *ENTIRE* message sequence is created, highlight and copy all
of it and then paste it into PuTTY at the BBS Prompt.

60

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al ights reserved.

59

A CAarnvirinht ON11 DNDOQA CAnta Clara Criintyvs ARDECSYDACEC All rinhte racam/and

60

1R



Packet Operator Type Il

FYI... Manual message basics
Troubleshooting Hint

¢ Knowing how manual packet works will help you troubleshoot problems.

¢ Sending to multiple addresses:
I *XND_1021M_R Weather He. = O X
File Edit Format View Help
® sc <dest_address>———— |sc xnpo14@W1xsC

@ <other addresses> > | XND@15@W1XSC, XNDB71@W1XSC, XNDOBI@WIXSC

. . / XND_1022M R_Weather Heads up
<subject line> To: Xanadu Stations 14, 15, 71, 83

From: County Fire
Please double-check the status of all
equipment and confirm its deployment
readiness.
Weather forecast calls for high winds
and lightening tonight through sunday.

/ex
An official request for this
information will follow.
Jex

@ :
<message line 1>

©) <message line 2>

@

<message line n>

\
e After the SC command (Send Copy),
the BBS prompts with a CC: for additional destination addresses.

e Once the *ENTIRE* message sequence is created, highlight and copy all
of it and then paste it into PuTTY at the BBS Prompt.

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved.
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FYI... Manual message basics
Saving the message

e There are reasons to save the message before sending it
* You have copy for your records.
* You can save all your messages before sending them.
* Avoids having to re-enter the message if something goes wrong.
e Where you save the message is up to you. But:
* If this is your PC, then save them anywhere where you can find them.
* If this is a shared PC, then create a directory on the C: Drive.

e Forinstance: your directory structure could look like this:
*  C:\MyMessages
*  C:\MyMessages\XND-23-1009T
e Use the message subject as the name of the file.

(activation number)

BUT... Manual PackltForms will do a lot of this for you!

61
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READING BULLETINS ON JNOS

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved
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’ SCCo RACES
Bulletin Board System

Bulletin Review
Bulletins

e Bulletins are messages intended for a
broad audience

e The SCCo BBSs support two types of bulletins:

— Notices are a special type of bulletin specific to Santa Clara County
e Only distributed to SCCo BBSs (W*XSC)
e SCCo uses 3 special categories for specific content
— General Bulletins are globally compatible, used for everything else
¢ User-defined category (e.g.: “equake”, “ARES”) identifies content
o User-defined distribution controls how widely it is distributed (e.g.: “XSC”,
“BAY”, “NCA”, etc.).
e Regardless of the bulletin type, when configured in Outpost,
Outpost will automatically download them

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved
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SCCo Notice Areas
Bulletins
e SCCo ARES/RACES has three special notice categories:

— Xscperm
e Used for notices that do not expire
e examples: standard county procedures

xscevent
¢ Notices posted here automatically expire after 8 days

e examples: Drills, public service events, incidents, other
activations

xsctest

¢ Good for user testing; automatically expires after 1 day

allxsc
¢ Where you can write city and jurisdiction notes
¢ Notices posted here automatically expire after 8 days

Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved
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General Bulletins Overview
Bulletins
¢ Bulletins are messages that are intended for broad readership
¢ Bulletins content varies from amber alerts and earthquake
reports to jokes and recipes
¢ Bulletin sender controls how widely the bulletin is distributed
— Can be as narrow as “local” (this BBS only)
— Can be as wide as “ww” (worldwide)!
¢ In JNOS, bulletins are sorted into shared areas (mailboxes) for
easier reading

66

Copyright 2011-2023 Santa Clara County ARES®/RACES . All rights reserved

65

66

General Bulletins — Why Do They Matter?
Bulletins

¢ Standard way to distribute information between BBSs of all
types throughout the world

¢ Use them for fun or for emergency communications

e Use them for distributing information to broader areas:
— Santa Clara County
— San Francisco Bay area

Northern California

— All California

And wider ...

e Example:

— During the 2009 cable cut, information about anticipated service
restoration times were distributed via bulletins by a ham who had
information from the telecom carrier

Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved
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General Bulletin Addresses
Bulletins

e Address format: category@distribution

e Distribution

— Asix-character or shorter keyword which defines how widely the bulletin
will be distributed

— Sender picks from a pre-defined list
— Acceptable distributions:
e |ocal Local BBS only
e xsc  XSC Operational Area (Santa Clara County)
e bay San Francisco and Monterey Bay area
e nca No. California (generally north of the Tahachapi Mountains)
° ca California
e wusa Western USA (generally, West of the Mississippi River)
e usa United States of America
e noam North America (Canada, USA, Mexico, ...)
e ww worldwide

68
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General Bulletin Addresses (continued)
Bulletins

e Address format: category@distribution
e (Category:

— Sender picks the category based on the contents of the bulletin
— Example categories:
e amber — Amber alerts
¢ equake — Earthquake reports
¢ flood — Flood reports
e swpc — Space Weather Prediction Center
e mty, cup, sjc, etc. — City bulletins
e humor or humour - Jokes, stories, etc.
— Any category works on our SCCo BBSs because we sort bulletins by
distribution, not category
— Uncommon/unusual categories may be held on other BBSs until the
sysop decides where it should go

— Asix-character or shorter description of the main topic of the bulletin.

General Bulletin Addresses (continued)
Bulletins

e Example bulletin addresses:
— mtv@xsc
¢ City of Mountain View information for distribution to all BBSs in
Santa Clara County
flood@bay
¢ Information about flooding for distribution to all BBSs in the San
Francisco and Monterey Bay areas

equake@nca
¢ Information about an earthquake for distribution to all BBSs in
Northern California
— swpc@ww
® Space Weather Prediction Center reports for distribution to all
BBSs worldwide

— humour@ww
¢ Variety of jokes and funny stories

Copyright 2011-2023 Santa Clara County ARES®/RACES . All rights reserved
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Reading General Bulletins
Bulletins
e Use a terminal program like PuTTY
— Read only the bulletins of interest
— Be selective when listing and reading
¢ Read bulletins just like mail
— Find out what areas are available
e AREA
— Select a bulletin area
e AREA <area_name>
— List bulletins
o LA (list all)
e > <category_name> (where category_name matches the
messages’ To: field, ex: equake )
— Read a bulletin
e R#
© Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. 71
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General Bulletin Example
Bulletins

EyEy— .
upn
cmaiee+ CONNECTED <& WeKSC-1
1' Use A to Change [JNOS-2.03.7€.XSC32.1-IHMS]
“ ” i fave 4 mosanses < § neg
area to “allww’ e
1 = attmw
, - e
2. Wow, that’s a lot! e ek,
3. s length e
. Set page lengt @ >
pag g 4 4
XM 24 ias1 area: st
180 nessages - 180 new
4. List All s+ T s DaE  sizE sumvEc
> N 1 why@ww gotez Jan 1 5672 Baloons 2
¥ 2 czluw gOtez  Jan 2 10405 RE:Time Zomes, etc.
5. JNOS pauses N3 wplbuw vadhra Mar 14 1434 WP Update
¥ 4 todayfuww nokfq Mar 14 3027 Today in History - Mar 14
_ 0 N 5 supc@uw cx2sa Mar 14 4745 Geophysical Alert Message (WHV)
<Enter> to continue N 6 swpc@uw cx2sa Mar 14 2944 Report of Solar-Geophysical Activit
N 7 equake@uw cx2sa Mar 14 1967 SCUTHWEST OF AFRICA
- <N>to stop N e smete ce2sa  Maz 14 3611 Daily Space Weather Tndices
N 9 picluww Jadmsm Mar 15 1919 7+ FLWRS07.JPG info
N 10 wpww wsmee Mar 15 1237 WP Update
N 11 wpww kbSoak Mar 15 1328 WP Update
° H N 12 wpbuw nolef  Mar 15 2253 WD Update
Note, there are multiple ¥ 13 v Dot Mar 15 1104 WP Update
H H H N 14 swpc@ww cx2sa Mar 15 1723 Solar Region Summary
categories in the list N 15 Fobiogéws  bleow  Mar 13 7408 FEBIOG 10/2018 - GETCON 55
N 16 swpc@ww cx2sa Mar 15 2508 Solar and Geophysical Activity Summ
- wp N 17 wpww wekrf  Mar 14 1159 WE Update
N 18 wpbuw acézr  Mar 15 1429 WP Update |
— tech N 19 equakefww cx2sa  Mar 15 1938 STRAIT OF GIBRALTAR
N 20 wpBww waseoc Mar 15 1440 WP Update
_ SWpC N 21 tech@ww gemny Mar 15 1946 Flashing LED lamp driver =
N 22 humouzfuw gmdyew  Mar 15 6974 Jokes 15/3 ‘
_ ¥ 23 tech@uw gémny  Maxr 15 6204 LED Bike Light L
equake 5 P |
right 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. 72
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Filter the General Bulletins
Bulletins
e JNOS command L> will filter the list by To: address

— Example: L> category

e Example: list all earthquake bulletins

180 messages - 179 new
st. # TO FROM DATE  SIZE SUBJECT

N 7 equakefuw cx2sa  Mar 14 1367 SOUTHWEST OF AFRICA

N 13 equake@ww cx2sa  Mar 15 1938 STRAIT OF GIBRALTAR

N 47 equake@uww cx2sa  Mar 16 1967 PULAU-PULAU SANGIHE, INDONESTA

N 96 equake@ww cx2sa  Mar 18 1942 SANTA CRUZ ISLANDS

N 109 equake@ww cx2sa  Mar 19 1990 ANDREANOF ISLENDS, ALEUTIAN IS., AL

N 114 equake@ww cx2sa  Mar 13 2015 ANTIGUA AND BARBUDA REG, LEEWARD IS

N 148 equake@ww cx2sa  Mar 20 2007 NEAR THE EAST COAST OF KAMCHATKA, R
(#1) >

— ... will list only bulletins where the To: address contains category

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved
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Read General Bulletins Like Messages
Bulletins For o T ==

(#¥1) > -
. 1+ ek
i aren: ativs
¢ Read using e B
h St. # TO FROM DATE  SIZE SUBJECT
theR# i ") imakesws  xies  Mar i 1967 sovTauest o0f Aok
N 19 equake@ww cx2=a Mar 15 1938 STRAIT OF GIBRALTAR
N 47 equake@uww cx2sa Mar 16 1967 PULAU-PULAU SANGIHE, INDONESIA
ommand N 96 cuakeGwy  cxioa  Mar 15 1942 SANTA CRUZ T3LANDS
N 109 equake@ww cx2sa Mar 19 1990 ANDREANOF ISLANDS, ALEUTIAN IS., AL
N 114 equake@ww cx2sa Mar 18 2015 ANTIGUA AND BARBUDA REG, LEEWARD IS
N 142 equakefww cx2sa Mar 20 2007 NEAR THE EAST COAST OF KAMCHATKA, R

(#1) >

- oc

Message #96

Date: 18 Mar 1¢ 13:13:00 GMI
From: cx2sa@cx2sa.sal.ury.soam
ITo: equake@ww

Subsecc: SANTA CRUZ ISLANDS

Pach: NGRME!CX2SA

From: CX2SAECH2SA.SAL.URY.SOAM
To  : EQUAKE@WW

== PRELIMINARY EARTHQUAXE REPORT ==

SANTA CRUZ ISLANDS
12.4875, 166.531F
5.5

Depth: 42 m

18 Mar 2016 12:49:15

Universal Time (UIC):
Time near the Epicenter: 18 Mar 2016 17:439:15

Location with respect to nearby cities:

o
8
g
o
A

g
B
E
o
8
w
g
8
b
i
H
g

|

343 Jm (212 mi) MW of
611 lm (372 mi) NNW of
794 Jm (492 mi) ESE of Honi
hiore (w=no) > §

74

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved.

73

74

But, what about PackitForms?

© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved
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. T,
Submitted for your approval... PACI;I\ST
e You just arrived at XND Fire Station 14 to take over as ONE

Packet Operator. This is great... Your first MAC assignment!
¢ Asyou enter, the last shift Packet Op rushes past you saying...
“there’s a couple of ICS 213’s on the desk to be sent!”

e At least you won’t be bored.

e Over your shoulder, you hear him yell back...
“Oh yeah, | could never get Outpost to work after IT
updated the Windows O/S... and they just left.”

e The PCis running; you click the Outposticon... Error; and you
have never seen this error before ®

e OK, deep breaths. You know what to do, right?

78
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77

A CAarnvirinht ON11 DNDOQA CAnta Clara Criintyvs ARDECSYDACEC All rinhte racam/and

78

10



Packet Operator Type Il 10/19/2023

Manual PackltForms Get ready for Manual PackitForms
Fortunately, PackltForms is a message creation system designed Things to do before you get started:
to work with both Outpost or as a standalone solution for forms- 1. Create adirectory where you will save your messages.
based messages. 2. Consider a naming convention that is relevant for your assignment,
e What’s new with the PackitForms 3.10 examples:
— Enhanced standalone message management, including: C:\MyMessages\X14-23-1009T (by Activation Number)
— Manages setting up and using user and tactical IDs C:\PacketMessages\2023-10-09 (by date)
— Takes care of message numbering C:\Xanadu_Station_14 (by assignment)
- Includes a Plain Text message form 3. Identify a starting message number
— Creates a standalone 1CS-309 log — Can be any number; PackltForm will append a M for Manual to make
— Creates copy-ready text (all BBS commands) to paste into PuTTY it unique.
— Easy message saving M'm“ -
* What’s the same & 1B > ThsPC 5 Windows (€9 > MyMessages
— Tight integration with Outpost wicsitos. B
— Supports all PackltForms MyAddons -
— Formats a standard packet form for sending MyMessages Misc 1
— Processes a received packet form :?: s ks
1 ottt o A A ORI I . oot 8 ..t e et g,
nt 2011-2023 Santa Clara County ARES®/RACES. All rights reserved 79 lara County ARES®/RACES. All rights 80
79 80
Manual PackltForm messages 1. Running manual PackitForms
Manually create a PackltForm message
1. Run PackltForms with the manual.cmd 1. Open your File Explorer and navigate to
. C:\PackItForms\Outpost\SCCo
2. Setup your user ID, tactical ID, and Next message number \ \Outpost\
. - 2. Find the file manual.cmd, and run it (double-click on it
3. Pickandfill in a PackltForm ! ( )
RoEn 0 S ax
4. Create the packet message g
5. Send the message Wlth PuTTY « v 4 | « Windows(C) > PackitForms > Outpost > SCCo
CoverSheet ®  Name -
6. Save a copy of the message Reportt addons
v stCo in
addons :)gs
bin pack-it-forms
logs pdf
pack-it-forms \od saved
pdf =] browse.cmd
(=] manual.cmd
Xanadu = uninstallFrom.txt
Perflogs B UserGuide ntmi
Program Files T
Program Files (x86) o
12 items ‘ |=
© Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. 81 Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved. 82
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2. Set up manual PackltForm 3. Pick and fill in a form

“File Edit Miew History Bookmarks Iools Help =

Setup Page 3 Home Page T o Ty o T B =T &
a SCCo PackitForms. x Setup PackitForms x 127.0.0‘1:64874/1!){’ @ | SCCoPackitforms. x| + v
The setup page loads when you 3 Consists of 2 sections and a € 5 C @ OD woorsTImm o g nEe s =
; @ I ¥ ’
first start. o o LN LB i " : series of controls: Santa Clara County ARES/RACES PackitForms. PIF:21
3. Fillin or update all fields: Santa Clara County ARES/RACES PackitForms ,‘ . Setup button: Opens the
— Your user information User Call Sign: wexrLa | Setup page. ((creato a message to sena
) . . . . Messgewper[ ]
— Tactical Call information User Name: Hernan Munster i e Edit1CS-309 Log: lets you [ g wemse
_ Next Message Number Message ID Prefix: pia (3 characters max) : make updates to the D———
. manual ICS-309 Log. @n:ﬁﬁem miessage, ingliicing the From, Sibjest and othevheerlers, Yo can pesie; drag and drop or
Use Tactical Call Sign { o
FYI... User and Tactical Call At e Bnt s ‘ * Create a message to send -
information will persist from T [TTerr— 7 Choose a PackltForm
run to run. Vibssage D Eralzt xre 113 R T ; message, then press o Toz-1237
Create Message 174000w!
FYI... The Next Message Number "’ 9
will increment automatically. il 3 * View a received message. y
¢ Paste in a received Received Date: [an/dc/yyyy | Tme: [hivm
1.' messa e then reSS Log and View Reset Fields
4. Press OK when done i 8¢, .p
i A s B e g i B Log and View
© Copyright 2011 lara County ARES®/RACES. All rights reserved 83 Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved. 84
83 84
. gt ® . T
3. Pick and fill in a form 3. Pick and fill in a form
Ele Edir \iew History Bookmars lools Help =
Home Page o | scomom x|+ v Creating a message )
5. From the dropdown 5 5 G 0 (D L el e On the selected PackltForm, o ey 5 et
menu, select a PackltForm SannCleatotny ANESREREE Blckitenmy s o a
) 2 T |- 7. Fillin the form as usual. T—T] )
{
MESSAGE FORM ougnmsge: Destnation tag &
PLAINFECKE v o [ v NOTE: The Message ID is set e
heck- . . Dot * Tmecen:  Hands immediats (xss, ) Priority <1 m ® Routine (2w
e Eem with the M suffix; e Y s o
| XSC ICS-213 Message . de R e L e e e m"lﬂ ::a’ ::
XSC EOC-213RR Resource Request Origin Msg #: 2 1€ Postion:  Logistice 105 Postion: © station caption
E 3
XSC OA Jurisdiction Status B A14-312M o ooy b i tatin ¥
XSC OA shelter Status Telephone &
I O D T B B = .
XSC Allied Health Facility status e e T . e PackltForms takes care of this
| XSC RACES Mutual Aid Request i s A= for you. ':,',m:,_,,‘ Iy p—
th szcﬂ:}c;-c:hmzma-na PE | -z = e e e e e s il . it )
en: L - - = S S
Datae ': Time 4 :::lug--\ mm-:l-u :u ‘Priocity (-1 ) Routine (-2 vl 8. When done, press
6. Press Create Message i | ) e ——t = Create Message
. Reply: ) Yos, by No
The PackltForm opens with 1cs poston: | ]| eapenton ]
. . . Location: * | | g tocation: ?| |
the usual fields filled in. B e E =
Telephone #: Telephone &
‘Subject: '*| |
© Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights mu‘,‘m o e e e e % © nta Clara County ARES®/RACES. All rights reserved. 86
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4. Create the packet message 4. Create the packet message
file Edit View History Bookmarks Iools Help 3
Message Page . BBS Command Page 7
file Edit View Higtory Qookmarks Tools Heip 1 - SCCo PackltForms x 127.0.0.1:64874/text-24/X14-3120 X 1
On the Message Page, b The complete packet-ready text ¢
@ | 5CCoPackitforms X | X14-312MRICS213 Equipment St X |+ i . f <« C 0 O D 127.0.0.1:64874/text-24/X14-312M_RICS21
9. If needed, check the box if 1 is ready for sending. ‘
hi y H O € 2 C @ OD wroorssmn ity st & 12. C h [ SP XHDEOC@W1XSC.ampr.org E
this mes.sage is Urgent L or 4 . Copy the text.v ut your S R IO B ses :
a Bulletin . urgent: ] Bulletin: [ A mouse cursor in the text :;?“;"”0! «
F : form-ics213.html P
10. In the To: field, To: XNDEOC@Wlxsc.ampr.org ] area, and then either: :‘S’gui:lix;gm] i
3 - o2 /@9/2023 4
« enter the Destination Subject: x14-312M_R_ICS213_Equipment Status g — From the browser menu, 1;.: E::?:g 023] f
A 1
address S ] Edit > Select All 7 flogistids) p

. : fi - . 1 4 . 8.: [stat Capti

* multiple addresses, o J Edit > Copy 81 Lorotton Eavison) {
. . = ab.: [Xanadu Fire Station 14] 4
separate with commas. e e o - or enter -- 10.% frquipheit Status] v
1b.: [20:16] 4 12.: [All equipment is ready for deployment.] f
11. When done, press \ 5.: [ROUTINE] | — <ctrl>-a <ctrl>-c g;ﬁﬁ??‘fwé;ﬁtﬁr] !
Log and Send Logiand!Send ; (same as the menus) Opsmet M humster] 1
other: [Packet] 1
7 OpDate: [10/@9/2023] 3
TR R S S GO R I S Py . OpTime: [20:17] . 4
Reminder: PackltForm creates 7Aoot & !
. EX 1
a properly formatted Subject !
line... do not change this! i i i, b s e i st i)
© Copyright 2011 lara County ARES®/RACES. All rights reserved 87 © Copyright 2011-21 nta Clara County ARES®/RACES. All rights reserved. 88
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5. Send the message 5. Send the message

BBS Command Page PuTTY Screen
What are the Steps.’ File Edit View History Bookmarks Tools Help 3

[}
. . @ | 5CCo PackitForms X | 12700164874 /texy ISP XNDEOCGWIXSC.amprorg T T T TTTTTTT i
13. Make sure you previously copied the packet message from the : o T et Status

i ! 1 1
BBS Command Page (previous page) « C @ O D 12rootsiraet s Sormeics213. html
14. Start PuTTY - #V: 3.11-2.2

SP XNDEOC@WIXSC . ampr. o1

org IMsgNo: [X14-312Mm]
X14-312M R_ICS213_Equipment Status

11a.: [10/09/2023]
15. Connect to the BBS Isccop1Fol '1b.: [20:16]
#T: form-ics213.html :5_: [ROUTINE]
. #v: 3.11-2.2 : TINE
16. Once at the BBS prompt: R [x1d 3100 7 Logistics)
— Put the cursor in the PuTTY text area after the BBS prompt, and then i o] joa: Danadu coc]
. . . . .l Xanadu Fire Station
— Mouse right-click to paste in the message. Al 1100: [equipment status]

112.: [AT1 equipment is ready for deployment]
IRec-Sent: [sender]

lopcall: [w6XRL4]

:OpName: [Herman Munster]

(Method: [other]

10ther: [Packet]

Iopbate: [10/09/2023]

fopTime: [20:17]

[station caption]

Xanadu EOC]

Xanadu Fire Station 14]

Equipment Status]

12.: [All equipment is ready for deployment,]
Rec-Sent: [sender]

OpCall: [WeXRL4]

OpName: [Herman Munster]

The complete packet-ready text is pasted into PUTTY and will start being
transmitted to the BBS.

A i e At A t‘“‘-ﬁ-'.\"-".

. . Method: [Other) |/ADDON!
Reminder: Other: [Packet] VEX o __________
. . L. . OpD?tE: [10/89/2023] To: XNDEOC@wlxsc.ampr.org

All SCCo BBSs have a 2-minute inactivity timer! oprine: [20:17] subject: _ o
1/ADDON Enter message. End with /EX or AZ in first
JEX column (AA aborts)

- Msg Queued
e T o (#1) >
Copyright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved. 89 © Copyright 2011-2023 Santa Clara County ARES®/RACES. Al rights reserved e——————————————
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.
6. Save the message A note on manual plain text messages
Fie £ Vew Figoy foomans Took 0 ) ¢ Yes, PackltForms does support manual Plain Text message
BBS command Pa e @ | SCCoPackitForms X 127.00.164874/text-247X14-312M X 1 Sending and I’ECEiVing- Fle Edit View History Bookmarks Tools Help i
. ¢ L. . 1
Back at this page, o C @ O D ureniewsen i iy  After picking plain text message @  Googe X ACKSAIMessgeX  ScComaoms X
i 1 from the Home Page, the ‘ w1
17. Put your mouse cursor in the T — : ge, C & O D s 1% i
text area, and then: X13134 R Jcs3 Equippent Sttiia i Message Page opens up. 1
SCCOPTFO p Urgent: (] Bulletin: [ 1
: form-i .html i i
— From the browser menu, S i r ¢ Message ID and Handling order To: [p_comna-separated 1ist 1
H MsgNo: [X14-312M 1 H
File > Save As g [15 i /m} < are filled in, DO NOT REPLACE THIS! ... LS ES 1R Equipment Status 1
b.: [20:16] f - — i
- or-- ekt : e Fillin... ]
Logistics] : Message: 4
— <ctrl>-s (same as menu) ;-;:;i;: Egg;mnl < — To: destination packet address 1
- 1 s
! o B el 3 — the rest of the Subject text {
. .t [All equipment i dy for depl t.] ) !
18. If not shown, navigate to the fec-sen: Tosnden] oy TORGERGIED 3 — Your plain text message b
. OpCall: [WEXRL4
PackltForm save directory Ot {Her,..anlm.nste.-l { e Finally, press Log and Send Log and Send ;
. Method: [other) ’
reviously created. Other: [Packet 1 ) ;
P y oun;e:[[iéfgg}zaz;] 4 e The rest of the send process is the :
PackltForm sets the file e e I 1 same. i
name to the listed subject. 1ex J s
19. Press Save.
i Bt aitaion, . ppie cat it b Al i ppmctt bV
© Copyright 2011 lara County ARES®/RACES. Al ights reserved. 91 © Copyright 2011- . CES. Al rights reserved 92
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Manual PackltForm messages Receive manual messages
Receiving messages PuTTY Screen PackitForm Home Page
ey 7 File Edit View History Bookmarks Tools Help a
1. Read messages from the BBS using PuTTY D > - | r— | s e x4
ril
Message #1_ _ _ _ _ _ _ _ o _ oo _____ L C @ oD .0,0.1:64874/manual 10 w o
2. Save the message Date: Mon, 9 Ot 2073 20:26:51 psT ] Lo Ul n A 3
From: xndx14@wlxsc.ampr.org 1 'l
3. Once you have the message saved, delete the message off To: xndeoc@ulxsc _ ' Setup | EAKICS-309 Log {
Subject: x14-312M_R_ICS213_Equipment Status H 3
of the BBS (use the Kill # command) I sccopIro! ! et e ] 3
#T: form-ics213.html 1 Message type: xsc Ics-213 Message v 1
#v: 3.11-2.2 ! <
MsgNo: [x14-312m] : Creatp Message 3
la.: [10/09/2023] 1 i
%b: : [FE(ZJLOJT%SI]E] H View a received message !
7. [Logistics] ' 5r;a;;\:;=r;;\;ﬁ;::ﬁga!ndudmg Iheme‘Subjeclandotherheade{
8.: [Station captain] it N o . H
9a.: [Xanadu EOC] I N LElks - [xanadu eoc]] 1
9b.: [Xxanadu Fire station 14] ] \ ob.: [xanadu Fire Station 1
10.: [Equipment Status] | \ LEbLtlbe.  [Equipment Status | 1
12.: [A11 equipment is ready for deployment] ! 3\ . [All equipment is ready for deployment 3
Rec-Sent: [sender] H V> Downioad |3 : {
opcall: [W6XRL4] I !
Note: All SCCo BBSs have a OpN:mg: {Hel:ma; Munster] I :
R R .. . Method: [ot 1 3
2-minute inactivity timer! other: [packet] ! 4
opbate: [10/09/2023] . M
OpTime: [20:17] 1 4
/ADDON' . _______ i 1
) > Received Date: 1e/e9/2023 Time: 20:41 F
N . N R, 93 Log and View Reset Fields &
fight 2011.2023 Santa lara Gounty ARES®IRACES. Alrighs esorvd
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1. Receive a packet message 2. Recover the PackltForm message

2 COMT0 - PuTTY

Eie Edit View Hisioy Bookmarks Tools Help

3

Suppose at XNDEOC... Outpost e Home Page @ | sccorcatioms x| xasrampcsens cqupmenest % ‘J

Date: Mon, 9 Oct 2023 20:26:51 PST 4

shows the same error. ) I From: xndx14@wlxsc.ampr.org Back at the Browser, get back to the € ¢ @ O aiesinemel ] 1o vy O3

1. Connect to the BBS with PuTTY 1To: xndeoc@wlxsc ’ GG GG LY A AR G VIS H

. 'subj : X14-312 213_1 i

and retrieve a message :5" Jects X M-RTCSZL3-Equipnent Status SCCo PackitForms tab Setup | EdIt1C5-309 Log {

f i 1SCCOPIFO! -

2. List the messages with LM Lyrs formics213.html s e s ot 2
i 1#v: 3.11-2.2 . .

3. ﬁe:? the message;/vlt)h eone: Dati- 31200 5. Putyour cursor in the “View a Message type: xsc 1cs-213 Message “ {

v m.essz;/gle num :; :Ej; 88{‘{2{202” received message” section, and Creato Message ;

ou recognize Message #11s a ol enter <ctrl>V or Edit > Paste to i

PackltForm message 18, [station captain] View a received message 5

'ga.: [xanad EoC] paste in the received message. Enter th recelved message, incuding the From, Subjectand olher headeh

4. High”ght all text from 19b.: [Xanadu Fire station 14] drag and drop or upload a file. :
Date: to I/ADDON! (inclusive} |10: [equipment STatus] iy for deployment] . Gamado o) 1
— InPuTTY, selecting text copies :g:gaﬁ"t[wzggﬁggi? 15 ready or feptowmen 6. Press Logand View. PRNWRD. - bansau Fre stasionin {
it to the clipboard |OpName: [Herman Munster] — This entry is logged to the ICS 309 Download ‘
lgiEZ?d [»EZEEZH — The received PackltForm is opened in ]
- loppate: [10/09/2023] its PackltForm. :
NOTE: This manual process handles AN [20:171 . 4
both PackitForms and plain text T e 7. Or.1ce the Packlt'Form Is ope'ned, !
messages. Both can be processed by ¢ > print and hand it off for delivery. F
pasting them into the Home Page. Received Date: 10/e9/2023 Time: 20:41 ;
95 Log and View Reset Fields ¥
> Copyion! 2011-2025 Santa Cara Gounty ARES®IRAGES Al ights resoeed © Gopytight 2011-2023 Santa iara Counly ARESEYRAGES, All ights rservd
95 96
3. Save this PackltForm message Sidebar: A Note on Outpost tags
8. Back at the Home Page, Fie £t View Hitony Gooknars Tools oo . ¢ Messages sent from Outpost occasionally have “tags”
Press the Download button. @ | sccomamoms x| X1e3MRICS213 Eipment . X ', inserted in messages that you might see.
The Mge_l’agg opens a & C @ Q D 12700.164874/manu s o ©f
shows the message text. e ; ¢ Some of the more common tags are:
9. Put your mouse cursor in the S pc — IRRR! Request Read Receipt
text area, and then: Create a message to send F — IRDR! Request Delivery Receipt
L -213 message v { L.
— From the browser menu, VESSRRIVEA: bt xcs-31a metsnd : — ISCCoPIFO! This is a PackltForm message
N CriSERMhERegs 1
File > Save As 1 — 1/ADDON! The end of a PackItForm or other Addon message
—or- ";‘:;;‘:,';:gﬁ;’:ge . — 1UG! Mark message as urgent (lists as RED in the Outpost listing)
- <ctrl>-s (Same as menu) drag and drop or upload a fle. ' 1
10. Navigate to the PackltForm b
save directory previously : o .
created. The file name is set { e PackltForms will ignore many Outpost tags that it sees and
to the Subject. { they will not show up in the message.
11.Press Save. f
4
Received Date: 10/@9/2e23 Time: 20:41 J
 Copyright 2011-2023 Sana Clra Gourly ARESBIRACES, Al righs reserved e e b  Copyright 2011-2023 Sana Clra Courly ARESBIRACES, Al righs reserved 98
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What about the saved messages?

Take a look at your C:\MyMessage\X14-23-1009T\ manual message
directory (or whatever you named it).

The message’s Subject field is used for the file name.
Clicking on the “Name” column header sorts messages by file name.

Clicking on the “Date Modified” column header sorts by file timestamp.

10/19/2023

What about the ICS 309?

e Manual PackltForms comes with its own ICS 309 Log, similar to what
Outpost does.

¢ From the PackltForm Home Page, when you click on Log and View ,
you write a new ICS 309 Log entry for this message.

* From the PackltForm Home Page, when you click on| Edit ICS-309 Log |,
you open the ICS 309 form for editing and printing.

Copyright 2011-2023 Santa Clara County ARES®/RACES . All rights reserved
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Manual packet operations; not many changes
This is a tool change, not a process change

1. First Shift...
a. Show up, request a safety and assignment briefing
b. Find a workspace for your packet operations
2. Initial station setup...
a. Find, assess, and set up the packet station
b. equipment check-out
3. Packet Operations...
a. Download notices, send yourself a test message
b. Send the formatted check-in message with your Tac Call
c¢. Manage the message flow
4. Incoming Shift Change...
a. Request a safety and assignment briefing
5. Outgoing Shift Change...
a. Archive the event documentation
6. Securing Operations...
a. Send the formatted check-out message with your Tac Call
b. Archive the event documentation
Shutdown

¢ These views can help with managing your messages.
o Submit this B ERE | X1423-10097
directory with File Home  Share  View
your paperwork < v 4 1 > ThisPC > Windows () > MyMessages > X14-23-1000T h
when done. MyActivations  ~  Name ifie
MyAddans EOC-1245P_R_Report Station_Staff Status.txt 10/9/2023 9:42 AM
MyMessages X14-310M_R_Check-In XNDO14, Fire Station 14.txt 10/9/2023 9:20 AM
Logs X14-312M_R_ICS213_Equipment Status.t 10/9/2023 9:55 AM
Misc X14-317M_R_ICS213_72 hour staffing plan.txt 10/9/2023 10:15 AM
X14-23-1000T X14-319M_R_EOC213RR_Xanadu Complex Fire.d  10/9/2023 11:02 AM
Mybisg2 X14-321M_R_Surprise Pizza.bt 10/9/2023 2:23 PM
i X14-325M_R_Check-Out XNDO14, Fire Station 14.tx  10/9/2023 4:12 PM
© Copyright 2011-2023 Santa Clara County ARES@/RAGES. Al rights reserved 99
What about the ICS 309?
File £t View Migoy Bookmads Took Help = "
. . L 3 SCCo PackitForms X 1C5-309 x + b
e All fields are editable.
c @ O D 12700604 wal-editlog 1% €Y @ B D
¢ Required fields are A
o R COMM Log | Pt Home and Actvaian rber |2 Dperatonsl Perod (DaerTee)
hlghllghted in RED. ICS 308-SCCo T ATFTET
ARES/RACES I—-| i ‘—MH o l—mJ—-I
hh:mm G | hh:mm
Trash Can symbol deletes 3. Radia Het Hame (for NCOs) or PosibonTactical Call | 4. Radio Operator (Name, Cal Sign)
the entry. I 1 | ) [cs1isten |
. Plus symbol adds another |5 COMMUNICATIONS LOG
line for a manual entry. Teme [ToM ) Message
2400) | Call Sgn10 Msp# Call SigniD Msg#
e Erase All — clears the 13:49  [xnDe22 X22-121M  [XNDEOCEWL .. R_Check-In XND@22, Kios .|
form' does not reqU|re a 14127 | XNDO22 X22-1234 XNDEOCEWL .. R_ICS213_Opening Status ' @
) 14:41  [xndeocPwl _ XND-3801P |XND@22 ¥22-1244  |R_ICS213_opening status .| @
Save to commit the 15:03  [undeocpar _ mi-zoese [xosz2  xaz-izew  [r_xcs2s_a-hour festiva | @)
changes. 15:33  |xnpe22 %22-127M | XNDEOCEWL . I_EOC213RR_XANADU PICNI .|
PR i i R i -
¢ Download... — creates a
.CsV file Of the COMmM Log. o s sk aHUe g s e sasuoreeee =
3 i 03:26  [xnDe1a X14-3134  |XNDEOC@WI .. R_Check-out xnpeis, Fir [T |}
e Print—printsthe COMM  |oo:s7  |undeoc  coc-azese foopasc n_report station/staff
Log to the selected o
. & Prepared By (Name, Call Sign) GA Swgnature 7 Date & Time Prepared
printer.
| [midryyyy Wihzem
* Save - Saves any changes ICS 308-SCCo ARES/RACES (Rev. 2021-
d -08)
you made.
© Copyright 2011-2023 Santa Clara County ARES®/RACES . =
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Amateur Packet Radio
Field Reference, Type Il

e Taking a quick look inside

Table of Contents
1 QUICK REFERENCE
2 INTRODUCTION
21 PURPGSE cisuiaisisssissisiinsiin
2.2 How To usE THIS HANDBOOK.
2.3 OTHER REFERENCES
MANUAL PACKET OPERATIONS.
31 TNC COMMANDS ..o
3.2 BBS Commans.....
33 CONNECTING TO THE TNC WITH PUTTY .vvccnecer e
3.4 START OF SHIFT: CONFIGURE TNC SETTINGS
35 END OF SHIFT: RESTORETNE SETTINGS.
36 GETTING READY FOR MANUAL MESSAGING.
37 MANUAL MESSAGE BASICS ..uovverereerieens
38 SENDING A PACKITFORM MESSAGE MANUALLY
39 RECEIVING A PACKITFORM MESSAGE MANUALLY .
3.10  VIEWING SAVED MESSAGES
3.11 Noteson MANUAL ICS 309 CoMM LOG........cccneiemnenene f
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Could manual packet ops really happen to me?

o Better to be safe than sorry... Build your USB packet
thumb-drive now!

Directories (suggested)

x:\Programs
e Putty installer (https://www.putty.org/)

* Putty standalone executables (https://www.putty.org/ > Alternative binary files)

* SCCo PackltForm Directory (C:\PackltForms\Outpost\SCCo)

e SCCo Packet Installer - https://www.scc-ares-races.org/data/packet/client-software.html

SCCo PIFO only Installer (<download_dir>\sccsetup162Mpub_includes\SccoPIFOsetup3.13pub.exe)
Office Libre Portable version (https://www.libreoffice.org/download/portable-versions/ )

x:\SCC Notices

¢ downloaded text version

* Archive of the Outpost SCC Notices directory to reload if necessary

x:\TNC Init files

* text version, seven total
x:\Docs

* Too many to list here... (https://www.scc-ares-races.org/data/packet/index.html)

* Unofficial Amateur Packet Radio Field References, Type I, Type II, e-book edition

x:\Miscellaneous

* Pre-defined messages to be edited prior to sending
x:\MyMessages\<event>

* Orwhatever directory name you choose.

yright 2011-2023 Santa Clara County ARES®/RACES. Allrights reserved
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Questions?

yright 2011-2023 Santa Clara County ARES®/RACES. All rights reserved.

WRAP UP
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First things first

* Online Class Evaluation

— Log into https://www.scc-ares-races.org/activities/events.php
Click “Submit Class Evaluation” in Events

Home ;
Log.Out Calendar of Events i
Activities Home Show: Current events ® Past events ()  Event Descriptions {
SCC ARES/RACES Home i
Lomments/Bugs Packet Operations - Type II - Adv / Troubleshooting 1
Events Date: Start: Type: Credential t!
List Events By Date 11/04/23 9:00 AM County Training Yes b
List Events [ Joined Course Details: Click here to visit the course description and download the ¢
Create a New Event i
Madify an Fvent i
Delete an Event [} = = i
s EC/AEC Council Meeting i
- — Date: Start: Type: Credential (‘.
Log Event Participation 11/09/23 7:00 PM Other Meeting No §
Submit Class Evaluation . o 1
Purpose: Discuss organizational and management ideas, strategies, best pr¢

My Profile urpot " 9 i g . gies, p

il B A I et st i U

— Submit your evaluation as soon as possible... after 1 week, the form
will no longer be available for this class!

© Copyright 2011-2023 Sa ights reserved 107

Clara County ARES®/RACES

10/19/2023

107

Copyright 2011-2023 S

Exercise Scenario

¢ You’'ve been dispatched by the Xanadu EOC to provide
communications for a field location.
— The EOC’s tactical call is XNDEOC on W1XSC.
— Your tactical call is: XND### (Assigned by your instructor)
— Your Message Prefix: Xtt#

Xanadu Post ##
— Operate using your home city’s primary or secondary BBS.

e You arrive at your assignment and set up the station, but
discover that Outpost on the packet PC does not work! Looks
like you need to do all packet operations manually.

Where “##” are the last two

) digits of your tactical call
— Your assignment Name:

e Your assignment will be mailed to you ahead of time.

Clara County ARES®/RACES. All rights reserved

Thank You!

Please complete the Course Evaluation
on or before next Saturday 11-November!

Please complete the Assignment
on or before next Saturday 11-November!

Office Hours:
Sunday, 5November, 3:00p to 5:00p (zoom)
Wednesday, 8-November, 7:30p to 9:00p (zoom)

If you have questions or feedback about this or other training activities,
you can join our packet discussion group.
https://scc-ares-races.groups.io/g/packet

Questions, comments, suggestions?
kn6pe@arrl.net
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